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a b s t r a c t
Children's privacy in the online environment has become critical. Use of the Internet is increasing for commercial purposes, in requests for information, and in the number of children who use the Internet for casual
web surﬁng, chatting, games, schoolwork, e-mail, interactive learning, and other applications. Often, websites
hosting these activities ask for personal information such as name, e-mail, street address, and phone number.
In the United States, the children's online privacy protection act (COPPA) of 1998 was enacted in reaction to
widespread collection of information from children and subsequent abuses identiﬁed by the Federal Trade
Commission (FTC). COPPA is aimed at protecting a child's privacy by requiring parental consent before
collecting information from children under the age of 13. To date, however, the business practices used
and the technical approaches employed to comply with COPPA fail to protect children's online privacy effectively. In this paper, we describe the design of an automated tool for protecting children's online privacy,
called POCKET (Parental Online Consent for Kid's Electronic Transactions). The POCKET framework is a
novel, technically feasible and legally sound solution to automatically enforce COPPA.
© 2012 Elsevier B.V. All rights reserved.

1. Introduction
A paramount concern of individuals using the Internet is the protection of their privacy. Recent surveys show that awareness regarding personal privacy is growing. A Harris poll designed by Privacy &
American Business, a non-proﬁt company that works with businesses
on privacy issues, and sponsored by Microsoft found that 35% of
Americans had “very high privacy concern” and 65% had refused to
register at an e-commerce site because of privacy concerns. While
60% decided not to patronize a site due to doubts about the company's
policies, 7% had ﬁled a complaint regarding misuse of personal information [10]. Further, government regulations exist to provide legal
protections for people's online privacy [40]. If people are concerned
about their own privacy, it can be expected that they are equally or
even more concerned about the online privacy of their children. Psychologically speaking, children need protection from the dangers of
sharing personally identiﬁable information online because they are
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socially immature and naïve [20]. Conversely, they are correspondingly
sophisticated about the use of the Internet and computers, frustrating
the busy and less technological savvy parent trying to protect their
child online [20]. To put this in other words, children know how to
use the technology, including the Internet, but their parents either
do not have the time or technical know-how to adequately protect
their privacy online. This refers to the concept of parental computer
self-efﬁcacy.
Recognizing the importance of protecting children's privacy on the
Internet, the Children's Online Privacy Protection Act of 1998 (COPPA)
enacted in the United States requires parental consent before websites
can collect information from children under the age of thirteen. The
Federal Trade Commission (FTC) has adopted regulations to enforce
COPPA. Unfortunately, technology has not been developed to offer
strong protection for children's privacy and has resulted in websites
facing civil penalties due to COPPA compliance issues [14]. An example
of this problem is the case of Xanga.com [13], an interactive social
networking site that was ﬁned $1 million dollars by the FTC for failing
to effectively implement parental consent for children to use the site.
Its failure was massive, with over 7 million children accessing the site,
creating proﬁles with birth dates indicating they were 13. Further,
Xanga.com failed to notify parents about their information collecting
practices or provide parents access to and control of the information
collected from children. Social networking sites, where personal information abounds, can pose a special danger to children who may share
ofﬂine identifying information that will allow them to be contacted or
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tracked. By implementing parental control over the personally identiﬁable information that a child can share, COPPA intends to empower parents to protect their children. Yet, as the Xanga.com case
shows, the protocol as it now exists requires a website to contact the
parent for consent, and children are adept at circumventing website
procedures.
The goal of this research is to follow design science guidelines
[19,27] to design an artifact called POCKET (Parental Online Consent
for Kid's Electronic Transactions) that provides a reliable, trustworthy
technology option for obtaining veriﬁable parental consent as required by COPPA. POCKET is designed to allow a parent to control
access unless the website consents to the information collection parameters set by the parent. POCKET provides an easy-to-use interface
for parents to conﬁgure privacy choices for their children, and then automatically enforces these policies. By maintaining an activity log of
the interaction with the websites, it provides a way to ensure accountability in case of disputes. The development of POCKET was guided by
input from focus group sessions. The proposed tool is described further in this paper. This research provides several contributions to the
literature. First, it uniquely combines expertise and theory from the
ﬁelds of business law, computer engineering, and information systems
to develop a tool to provide accountability and enforcement of COPPA.
Through explicating the kernel theories implicitly interwoven into
POCKET, we set the stage for future broader compliance with COPPA
and other regulated Internet activities. Second, POCKET extends
work on the Platform for Privacy Preferences project (P3P). Third,
the research provides a further examination of children's privacy online, including identiﬁcation of factors inﬂuencing parents’ use of software to protect their children's privacy online, and a description of
what parents need to do to protect children's privacy. Fourth, the design shows how researchers have to work around parents who are
not tech-savvy to provide usable solutions. Finally, the research demonstrates how design science can be used to provide practical and relevant tools for individuals, ﬁlling an identiﬁed gap in the privacy
literature [4].
The paper is organized as follow. First, we discuss the theories and
requirements for POCKET from legal, technical, and behavioral perspectives in the next section. The third section discusses the actual
design of POCKET. This is followed by the evaluation of POCKET
from the legal, technical and behavioral standpoint. The ﬁfth section
presents a discussion of POCKET as an IT artifact and how the project
met the design science guidelines. This is followed by concluding remarks, including limitations and future research.
2. Theoretical foundations for the design of POCKET
The POCKET project was initiated in response to the lack of technically viable solutions for the implementation of the COPPA legal requirements. For the design of POCKET, however, the research team
had to consider not only the legal requirements, but also a set of technical and behavioral requirements. To illustrate the process of how
the requirements as well as overarching theories informed this development process, we draw on the design science framework provided
by Kuechler and Vaishnavi [24] and present our discussion of kernel
theories, requirements, and design principles following the structure
offered by Ngai et al. [34]. Kuechler and Vaishnavi's framework demonstrates how, in the development of an artifact, theory is tacitly included in the product of all design science research. Following this
framework and other design science work, we drive the development
of our artifact beginning with kernel theories that led to the identiﬁcation of the requirements for POCKET, which ultimately led to the
design principles that guided the development of our artifact. Kernel
theories from the three reference disciplines drove the development
of POCKET: legal, computer science, and information systems. In this
next section, we further describe the kernel theories, requirements,
and design principles that informed POCKET's design.

2.1. Legal environment
2.1.1. Legal kernel theory
Legal requirements refer to regulations mandated by COPPA and
represent the overarching requirement this design had to meet. The
Children's Online Privacy Protection Act of 1998 (COPPA) enacted in
the United States requires parental consent before websites can collect information from children under the age of 13. COPPA seeks to
protect children by giving parents control over what information
their children can share with websites.

2.1.2. Legal requirements
The legal requirements of COPPA in general have been widely
discussed [20], so we only brieﬂy review them. COPPA regulations
adopted by the FTC provide a list of what can be considered personally identiﬁable information for children. In addition, COPPA provides
further requirements regarding notice, because for parents to protect
their children, they must be aware of website information collection
practices and their right and ability to control information collection.
Parents must then explicitly give consent for websites to collect information from their children. Veriﬁable parental consent is one factor of
COPPA that, technologically, has proven to be one of the most challenging to implement.
Veriﬁable consent as required by COPPA includes “(a)ny reasonable effort (taking into consideration available technology).” Initially,
a temporary sliding scale of various methods was adopted by the
FTC until technology was created that could provide a more sophisticated, reliable, and cost-efﬁcient manner to obtain consent. The sliding scale allows websites to decide the method they use for obtaining
parental consent for collecting the child's personal information [12].
The website can employ a cost effective method in obtaining parental
consent based on the site's data use policy. For example, the FTC
allows for a less reliable method, E-mail Plus (uses an e-mail message
to get parental consent), if the website uses the data gathered for internal purposes only. The FTC requires a more reliable method for
gaining parental consent if the merchant shares the data gathered
with third parties. These methods include using a print-and-send consent form, a credit card transaction, a toll-free telephone number
staffed by trained personnel, a digital certiﬁcate using public key technology, or an email with a password or PIN obtained by one of the
above mentioned methods [12]. The FTC hoped that technological advances would provide a more sophisticated, reliable, and cost efﬁcient
manner to obtain consent. However, because the technology did not
emerge, the FTC made the sliding scale approach permanent.
An additional requirement of COPPA is for websites to not knowingly encourage children (under the age of 13) to give information that is
not necessary for participation on the website. In other words, websites
should not entice children to provide information in order to be able to
access the site, unless needed for business with documented purposes.
Finally, COPPA requires websites to protect and maintain the accuracy
and security of the information they are allowed to collect. In summary,
the legal requirements of COPPA include the following:
1. Provide notice of information collection practices, including use
and disclosure practices.
2. Obtain prior veriﬁable parental consent for the collection, use, or
disclosure of the information. Parents should have the ability to refrain from giving consent.
3. Facilitate parental access to information collected, the right to delete the information, and the ability to prohibit further collection.
Parents should also be able to change or withdraw consent.
4. Refrain from conditioning a child's participation in online activities
on disclosing information unless it is reasonably necessary.
5. Protect and maintain the accuracy and security of the information
collected and/or stored.
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The types of information that can be considered personally identiﬁable under COPPA include a wide variety of data elements. Fig. 3, in
Section 3.3, shows the types of information as required by COPPA, and
those that are implemented in POCKET. It should be noted that the
key aspect missing from the implementation of COPPA was a robust
method of obtaining parental consent. POCKET focused on this aspect
of the implementation rather than the disclosure aspect.
2.1.3. Legal design principles
The legal requirements identiﬁed above led to the identiﬁcation of
design principles that needed to be followed to ensure that the resulting POCKET artifact would meet the requirements that the law
mandates. The resulting design principles are listed below, which correspond with the same numbered requirements above.
1. POCKET should provide a way to verify the privacy practices of
websites.
2. POCKET should automate the process of parents providing consent
to the release and use of their children's information at a granular
level as it matches the parent's predeﬁned preferences.
3. POCKET should provide a method for parents to review information that has been provided to websites and notify websites if the
information should be deleted.
4. This legal requirement is beyond the control of an artifact such as
POCKET and is a behavioral decision of website merchants.
5. POCKET should properly secure information that it contains, as
well as provide accurate information to website merchants it
shares information with on the parent's behalf.
2.2. Technical environment
2.2.1. Technical kernel theories
The kernel theories result from the contextual environment in
which POCKET is meant to operate (e.g., commercial websites, secured
transmissions, diversity of user environments, etc.). As a result, the theories that informed the technical requirements were tacitly embedded
in existing software designs [24], such as cookies, anonymizers, software controls, privacy policies, and seals. Over the years, researchers
have proposed these various tools and techniques to protect consumer
privacy online. While not directly related to children's privacy, each of
these technologies has tried to address privacy issues on the Internet.
The tools, however, have not been successful at addressing all of the privacy issues previously discussed, and none of them is able to completely
address the legal requirements of COPPA.
2.2.1.1. Cookies and anonymizers. The advent of cookies as an extension
to the stateless HTTP protocol standard allowed web sites to tag a
browser with information that would be available to the server
when the user returns. Cookies provide a method to track the visitor
of a website, and websites started storing this tracking information
for extended periods. The use of cookies raises privacy concerns [22]
when third party cookies started linking collected browsing history
with other gathered information [11]. To protect user privacy, browser
companies including Microsoft, Mozilla, Google, and Apple provide
privacy control features in browsers to limit the collection of information through cookies. Anonymizers offer anonymous web surﬁng by
acting as an intermediary between the user and the website. Most
anonymizers prevent the website from tracking the client's IP address
or placing cookies in the viewer's computer. These are true privacyenhancing technologies [11], because they remove identifying information completely. In the design of POCKET, cookies and anonymizers
suggest that we need to provide as much automation as possible.
2.2.1.2. Privacy policies. Companies and websites may use a privacy
policy to provide notice to consumers of the website's information collection practices. The privacy policies may outline the kind
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of information being collected, the purpose for collecting the data,
companies with which this information is shared, whether the consumer has access to the data, online contact information, and so
forth. Generally speaking, outside of COPPA and topic speciﬁc laws,
there is no requirement for a website to post a privacy policy. Legal
and privacy experts prepare the policies, which include terminologies that make it difﬁcult for ordinary consumers to read and understand. The Platform for Privacy Preferences project (P3P) created by
the World Wide Web Consortium (W3C) was aimed at creating a
machine-readable, common vocabulary for identifying privacy practices. The P3P policies are expressed in the eXtensible Markup Language
(XML) format [42]. P3P enables the websites to express their privacy
policies in a standardized machine-readable format so that automated
tools (or user agents) can interpret them [7,25]. P3P also includes syntax, called compact P3P, to represent a site's data practices for cookies.
This feature is used by several existing browsers to make decisions regarding blocking or allowing cookies [5]. The Internet Explorer 7 (IE7)
web browser (and later versions) implements a P3P based cookie management system [29]. The IE7 privacy feature ﬁlters cookies using
compact P3P and the user's privacy settings. IE7 allows users to perform coarse cookie control by selecting from among six different
preconﬁgured settings (from block all to accept all). Several other
browsers have similar privacy controls based on compact P3P. P3P
user agents inform the consumer of the site's practices so that the
user can make an informed decision regarding the use of a particular
website. Privacy Bird [8] is the most advanced, easy to use and
open-source user agent implemented by AT&T Labs for visualizing
the privacy policies. The Privacy Bird displays an icon of a bird that
changes color, and provides vocal feedback when the preferences
of the client and website policies match (differ). The user has the option to continue (stop) using the website.
2.2.1.3. Software controls. Several parental control packages that protect children from inappropriate content on the Internet are available
today. Tools include browser add-on modules, dedicated software,
and operating system features that help prevent children from
accessing such materials online. These tools can be used to monitor
the child's activities on the computer and Internet, but do not address
privacy issues. Microsoft's latest operating systems, including Windows
Vista and Windows 7, provide more advanced parental control features
that can be used along with Microsoft's latest browser, Internet Explorer
8 (IE8) [28]. Parents can restrict their children to playing particular
games, running speciﬁc programs and visiting speciﬁc websites. In addition, parents can conﬁgure time limits on the child's daily computer
use. Net Nanny (http://www.netnanny.com/) is an example of parental control software that allows parents to monitor the child's
activity logs, set time limits on computer use, and block access to
certain software. Net Nanny also blocks sending a set of conﬁgurable
private information in outbound communication. The Parental Control
Toolbar (http://www.parentalcontrolbar.org/) is another privacy control feature available as an extension to various browsers. It helps
parents prevent children from viewing adult-oriented websites. The
toolbar assumes that websites voluntarily label the pages based on
the Internet Content Rating Association's (ICRA) vocabulary. The Parental Control Toolbar uses these labels to decide whether the website contains suitable content and blocks websites containing inappropriate
content.
2.2.1.4. Trust seals. In an attempt to self-regulate regarding privacy
concerns in general, industry groups developed trust “seals” targeted
at reassuring consumers that the companies displaying the seals
abide by the seal program's privacy rules. Examples of programs include TRUSTe (http://www.truste.org/), BBBOnline (http://www.
bbb.org/us/bbb-online-business/), and the CPA Web-Trust (http://
www.webtrust.net/). Most current solutions for meeting the requirements of COPPA primarily have been based on similar seal programs
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rather than on technical solutions. These programs generally comprise
a standard agreement by a website to protect children's privacy, the
payment of a fee, routine audits, and an online dispute resolution process. Upon completion of this process, the website is allowed to post
a children's privacy seal, which indicates to the users that the site
is compliant and certiﬁed. In theory, seals are designed to induce
brand-like recognition and stimulate trust in the website, therefore increasing the chance that a person will use the site.
2.2.2. Technical requirements
The technical requirements for POCKET were derived from a
combination of legal factors (e.g. secured information requires
encrypted transmissions), technical factors due to the working environment (e.g. websites require the use of Internet protocols), and
technical factors that make use of technically feasible existing solutions (e.g. P3P provides privacy policy information that can be used
by POCKET).
With respect to the working environment, the design of POCKET
must take into account that parents are the users of the system. In
other words, the system will have to be easy to implement and use
(Requirement 1). In addition, POCKET needs to be developed for a
popular environment ﬁrst, such as Internet Explorer, which is more
likely to be widely used (Requirement 2).
In terms of the working environment for feasible solution, POCKET
needs to make use of cookies and anonymizers where possible to provide as much transparency and automation as possible, facilitating the
job of parents in making use of the software (Requirement 3). POCKET
also needs to leverage prior P3P technology (Requirement 4). Many
P3P user agents were developed during the standardization process
of P3P. However, there are implementation problems with P3P, with
research showing errors in policy implementation, violations of policy, and incomplete policies [6]. This has led researchers to recommend
that a third party be used to certify compliance. Even if P3P could
be implemented in a dependable manner, the privacy language constructs are not ﬁne grained enough to address the speciﬁc choices
that a parent would make regarding the exact information that a
website could or could not collect or share. Lastly, and most importantly, P3P does not incorporate any method for asserting the parent's
consent over the child's information. Nevertheless, POCKET can use
the basic concepts of P3P and improve on them. A ﬁnal technical environment to consider when establishing the requirements for POCKET
is the use of the control toolbars in prior software, which shows the
need to ensure that parents are given controls over the tool (Requirement 5).
2.2.3. Technical design principles
Based on the above review of kernel theories, existing solutions,
and requirements, the research team established a set of design principles for the development of the POCKET prototype.
Requirement 1: The system will have to be easy to implement and
use.
Design Principle 1.1: POCKET should be easily downloadable
once parents are registered.
Design Principle 1.2: POCKET should be easy to install using a
self-extracting ﬁle.
Design Principle 1.3: The User Interface should be graphical
and easy to navigate with a combination of menu items, dialog
boxes, and easy to interpret error messages.
Requirement 2: The prototype should be developed for a popular
environment.
Design Principle 2.1: POCKET should be developed initially for
Internet Explorer using the Browser Helper Object (BHO) tool.
Requirement 3: The POCKET prototype should provide as much
transparency and automation as possible.

Design Principle 3.1: The transaction phase (whether the
transfer of information is approved or not) should be transparent to parents once POCKET is installed and working.
Design Principle 3.2: POCKET requires secured transmissions of
information between the parents, website, and trusted third
party machines.
Requirement 4: POCKET needs to leverage prior P3P technology.
Design Principle 4.1: POCKET should automatically compare
the Privacy Preference File from POCKET with the website's
privacy practices ﬁle using P3P User Agent concepts.
Requirement 5: POCKET should give parents control over the tool.
Design Principle 5.1: POCKET should allow parents to modify
settings as desired.
Additional requirement: POCKET needs to be developed in a structure, phased approach.
Design Principle 6.1: POCKET should include four phases: registration, installation, transaction, and post-transaction phases.
2.3. Behavioral environment
2.3.1. Behavioral kernel theories
The behavioral environment refers to the need for POCKET to be
operable by parents (e.g., who may not be technically savvy, who
may be unwilling to spend time using and learning about the software, etc.) and was informed by a wide set of kernel theories such
as Technology Adoption Model, Concern for Information Privacy,
and Trust.
2.3.2. Behavioral requirements
Prior to the design of the POCKET tool, we developed a mock-up of
POCKET to show to potential users (parents) to receive in-depth feedback on the requirements regarding the usability of such a tool. In
order to do this, we conducted four focus groups of parents with at
least one child between the ages of ﬁve and 13. Focus groups provide
a desirable approach to gaining insights into a research domain
where limited research has been previously published as they allow
researchers to get deeper into the topic of interest by providing
more background information about the circumstances of the answer
[23].
2.3.2.1. Focus groups procedures. Prior to conducting the focus groups, a
mock-up was developed, tested, and modiﬁed several times. To select
participants, we contacted church groups, sporting associations, and
parent-teacher associations from different geographical areas. The
four focus groups were as follows: one with parents from a soccer association, one with parents from a parent-teacher association, and two
from church groups from different areas. Each session had three to six
people for a total of 18 parents. During the focus group sessions, parents signed a consent form, answered demographic questions, and
questions from the moderator. Two researchers attended the sessions.
One of the researchers moderated the discussion and probed for
further details when appropriate. The sessions lasted on average
60 min. Table 1 presents demographics.
The recorded sessions were transcribed into text ﬁles and imported into Atlas.ti for data analysis. An initial list of categories was
developed from the focus group protocol and knowledge gained during the focus groups [30]. The list was revised several times. Once the
team agreed on the list of categories, two individuals coded one focus
group session each. The coders then met with one of the researchers
to compare their coding and discuss differences until agreement was
reached on the categories, meanings, and future coding procedures.
The coders then coded the remaining transcripts using a revised coding template. Cohen's kappa was 75.1%, a satisfactory level. Atlas.ti
was then used to obtain tabulated results. The focus groups provided
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Table 1
Respondent demographics.

Table 3
Design principles.

Demographic (n = 18)

Range

Average

Environment Design principle

Age (years)
Work experience (years)
Computer experience (years)
Number of children
Computers at home

29–48
8–26
6–27
1–10
0–3

38.6
16.6
16.7
4
1.6

Legal

Categories

Count

Male
Female
High school
Two-year college
Bachelor
Graduate

4
14
5
3
5
5

Gender
Education
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Technical

insights into parental awareness of laws, tools, and privacy issues on
the Internet, as presented in a previous conference paper (withheld
for anonymity in review). In addition, parents described factors
that would make them start to use a tool that would protect their
children's privacy online. Those factors, presented in Table 2, were
identiﬁed as requirements of POCKET when they were technically
feasible (noted by a #).
2.3.3. Behavioral design principles
The requirements identiﬁed in Table 2 result in the following design principles. It should be noted that some of the design principles
noted as behavioral design principles overlap with previously identiﬁed legal and technical design principles.
1. POCKET should be easy to use (requirement 1, 2, and 7).
2. POCKET should meet legal requirements (requirement 3).
3. POCKET should create log ﬁles, to be utilized at the parent's discretion (requirement 4).
4. POCKET should provide increased control over information released by children (requirement 5 and 8).
5. POCKET should provide maximum value at a minimal cost (requirement 6 and 11).
2.4. Summary of design principles
Table 3 presents a summary of the design principles for POCKET
based on the legal, technical, and behavioral kernel theories and requirements discussed in this section.
Table 2
Usage factors → requirements.
Parents will use a privacy protection tool if …

# of
comments

1 … it requires little effort (easy to use) #
2 … it is easy to modify its settings #
3 … it is needed because the regulations in place
protect their child #
4 … log ﬁles are available (but can be turned on
and off) #
5 … it gives them more control over the consent
they give for sites their children visit #
6 … it is efﬁcient to use (cost – beneﬁt) #
7 … it provides a list of pre-approved sites
(convenience) #
8 … it gives them more control over their children's
privacy #
9 … they believe that others they know are using it
10 … it is also implemented in schools
11… it is downloadable (can't be lost) #
Total

16
5
3

43%
14%
8%

3

8%

2

5%

2
2

5%
5%

1

3%

1
1
1
37

3%
3%
3%
100%

# These factors are to be included in the design of POCKET.

% of
comments

Behavioral

POCKET should provide a way to verify the privacy practices of
websites.
POCKET should automate the process of parents providing consent
to the release and use of their children's information at a granular
level as it matches the parent's predeﬁned preferences.
POCKET should provide a method for parents to review information
that has been provided to websites and notify websites if the
information should be deleted.
POCKET should properly secure information that it contains, as well
as provide accurate information to website merchants it shares
information with on the parent's behalf.
POCKET should be easily downloadable once parents are registered.
POCKET should be easy to install using a self-extracting ﬁle.
The User Interface should be graphical and easy to navigate with
a combination of menu items, dialog boxes, and easy to interpret
error messages.
POCKET should be developed initially for Internet Explorer using
the Browser Helper Object (BHO) tool.
The transaction phase (whether the transfer of information is
approved or not) should be transparent to parents once POCKET
is installed and working.
POCKET requires secured transmissions of information between
the parents, website, and trusted third party machines.
POCKET should automatically compare the Privacy Preference
File from POCKET with the website's privacy practices ﬁle using
P3P User Agent concepts.
POCKET should allow parents to modify settings as desired.
POCKET should include four phases: registration, installation,
transaction, and post-transaction phases.
POCKET should be easy to use.
POCKET should meet legal requirements.
POCKET should create log ﬁles, to be utilized at the parent's
discretion.
POCKET should provide increased control over information
released by children.
POCKET should provide maximum value at a minimal cost.

3. Design of POCKET
Based on the legal, technical, and behavioral design principles
presented in the previous section, the technical team designed a prototype of POCKET in two phases, alpha and beta. The paragraphs below
present the ﬁnal POCKET design.
3.1. The POCKET framework
The POCKET framework utilizes and extends the P3P framework
by (1) incorporating a trusted third party (TTP) during interaction,
(2) extending the merchant policy to include data elements as required by COPPA, including the use and handling of data collected,
and (3) automating exchange of personal information between the
client and server. The POCKET user agent allows merchants to identify
the client as a child and automatically obtain parental authorization
for information collected.
Mont and Bromhall [31] and Mont et al. [32] proposed increased
user control over the disclosure of information and merchant accountability for using the data collected. Our technical solution extends this
work by employing a stronger mechanism for ensuring merchant accountability. We employ a four-entity architecture for security and
enforcement. The ﬁrst two entities are the parent/guardian and the
child. The parent/guardian (denoted as the “user”) creates the privacy
preference for the child (denoted as the “client”) and in this way provides a form of veriﬁable parental consent as required by COPPA. The
privacy preference implemented on the client's side is called the
user privacy preference and the XML format ﬁle containing the preferences is called the user privacy preferences ﬁle (UPPF). The third entity is any merchant or website the client visits. The privacy policy of the
merchant is speciﬁed in a merchant privacy policy and recorded in a
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Fig. 1. POCKET registration phase.

pre-speciﬁed location as the merchant privacy policy ﬁle (MPPF). The
trusted third party (TTP) forms the fourth entity involved in POCKET.
The use of a TTP is derived from the 3-entity architecture proposed
for identity-based encryption (IBE) [31]. In POCKET, the role of a TTP
is to provide mutual authentication—allowing the merchant and client to authenticate each other's policies (similar to trust seals), public
key distribution and assignment of a (one time) TTP signed ticket to
each client for access to POCKET compliant merchant websites. TTP
also serves as an enforcement agency in case of disputes between
the merchant and the client. We expect that use of the TTP will enhance trust in POCKET. This expectation is based on the idea of technological trust, that is deﬁned as “an individual's willingness to be
vulnerable to a technology based on expectations of technology predictability, reliability, and utility and inﬂuenced by an individual's
predilection to trust technology [26].” Prior studies illustrate the importance that trust has in the overall adoption of an unfamiliar artifact [2,36,37].
We propose the extension of P3P speciﬁcation by including additional tags required for compliance with COPPA. All the key elements
of the P3P vocabulary will remain the same. However, additional categories to recognize the data collected from children will be added to
the DATA-GROUP and DATA tags. For example, in addition to the user's
(child's) ﬁnancial information, it will also include ﬁnancial information of parents. New categories will also include information regarding
age-group, siblings, school or education institution, and so forth.
Websites provide hyper-text markup language (HTML) forms to
collect the client's information. POCKET implements automatic information transfer and avoids forms completely. Some advantages of
doing this in the context of protecting children's privacy are as follows: (1) it prevents the websites from collecting more information
than speciﬁed in the policy. Forms may collect information that is optional and a child is not mature enough to know what information to
disclose and what not to disclose, (2) the POCKET client (once validated) is guaranteed to provide only information that is absolutely
necessary, and (3) the information package is transmitted securely
to the website without the risk of being eavesdropped.
On the merchant's side, POCKET is implemented by adding a policy targeted towards children to their websites. This requires changes
to the P3P policy ﬁle oriented towards the children visiting the
website and the information collected from them.
3.2. Implementation of POCKET
The software implementation of POCKET consists of a user agent
(UA) and browser helper object (BHO). Once installed on the client machine, the four entities exchange messages based on a protocol divided
into three phases – registration, setup and transaction. The software
installer package is available for download from the TTP server during
the parent registration phase. The UA has two modes – parent-mode
and child-mode. The software is setup on the client machine in the
parent-mode. During setup, the UA provides a questionnaire to the

parent. The parent's responses are converted to an UPPF and stored on
the client machine. When the UA enters the child-mode it activates
the BHO and enforces the preferences. The BHO coupled with the
browser can intercept user communication with the Internet. For security purposes, the UA requires the parent's password for any modiﬁcation of the privacy preferences and to switch back into parent-mode.
The details of the phases in the POCKET framework are provided below.
Registration Phase – Fig. 1 shows the pictorial representation of
the registration phase. The user performs a one-time registration
accessing the TTP through a website. During this phase the user registers with the TTP server and creates an account. Although not particularly speciﬁed in the POCKET protocol, parental veriﬁcation can
be implemented at the time of registration. Parental veriﬁcation is accomplished by a combination of online and ofﬂine mechanisms to
ensure that only an adult can register as a parent. Because parental
veriﬁcation is only required once it is appropriate to demand a higher
level of effort from the parent. The one time veriﬁcation is possible
because at account creation the parent creates a password that will
be used for authentication at subsequent interactions. The TTP server
assigns a unique ID to the user (parent/guardian). Registration provides the parent with the POCKET installer.
The merchant also registers with the TTP server in order to be
POCKET compliant. The merchant provides answers to a questionnaire regarding the website's data collection practices and use policies. The answers to the questionnaire are converted into a machine
readable XML format ﬁle and the MPPF is created. The merchant is required to deploy this ﬁle in a prescribed location on the merchant
website. During the transaction phase, this ﬁle is compared with the
UPPF. The TTP also provides the merchant with a POCKET compliant
certiﬁcate during registration. The client uses this certiﬁcate to authenticate the merchant during transaction phase.
Setup Phase – The user conﬁgures the POCKET UA by executing
an installer. The UA also requires the user to create a login and password (on the client machine). This login is only for the purpose of
protecting POCKET's conﬁguration on the client machine. The parent
chooses the child's personal information that the merchant can collect. The user agent provides another dialog for the parent to enter
the information. The client's information may include personal information (for example, full name, address and phone number), sibling
data, school information among others. The parent can also conﬁgure
the POCKET UA such that no information is collected from the child.
The UA then converts the user's preference into a UPPF and stores it
on the client's machine. The POCKET UA automatically enables the
BHO after this conﬁguration is complete. The BHO enforces the preferences speciﬁed in an UPPF.
Transaction Phase – Fig. 2 shows the interaction between the client
and the merchant website during the transaction phase. When the client enters the merchant website's uniform resource locator (URL) in
the browser, the BHO installed on the client's browser (without client
involvement) requests the MPPF, the POCKET certiﬁcate and the merchant information collection practices. Here, we are assuming that the
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Fig. 2. POCKET transaction phase.

merchant complies with POCKET's requirements and places the MPPF
in a pre-speciﬁed location. The POCKET agent decides to allow or block
a website after comparing the MPPF and UPPF. If the policy and preferences do not match, the BHO displays a “privacy policies do not match”
message to the client and blocks the website. If the MPPF and UPPF
match, the client creates a merchant speciﬁc privacy information
package (PIP). The PIP only includes the personal information requested by the merchant and is a subset of the information that the parent
gave to be disclosed.
Using the proposed secure handshake protocol, the client side BHO
uploads the PIP to the merchant site and allows the browser to display
the website. The POCKET agent on the client machine creates a log ﬁle
entry showing the transaction. The release version of the POCKET software will include uploading of a digital contract 1 along with the PIP.
The log ﬁle and the digital contract are useful in enforcing merchant
accountability.
3.2.1. Security features of the POCKET framework
The data exchange protocol, especially the transaction phase, between
the client and the merchant website is vulnerable to several attacks. In
this section, we analyze them and propose relevant countermeasures
in the various phases of the client interaction with POCKET. Speciﬁcally,
the transaction phase is vulnerable to unauthorized uploads and manin-the-middle attacks.
With the POCKET system in place, merchant websites accept the
client's PIP and store it for further processing. It is feasible for an anonymous user to upload spurious and harmful data to the merchant site,
resulting in a Denial-of-Service (DoS) attack that prevents valid clients
from accessing the website. This would happen if a person decided to
send unrequested data repeatedly to the merchant site when the merchant site was expecting a PIP from the client. Without authenticating
legitimate clients any data upload protocol fails to protect the merchant from attacks. As deﬁned in the POCKET framework, the TTP implements a simpliﬁed Kerberos-like authentication mechanism [38] and
provides mutual authentication between the client and the merchant.
For mutual authentication, the TTP supplies a “certiﬁed ticket” for
each client and a POCKET-compliant certiﬁcate to each merchant. The
client's certiﬁed ticket prevents malicious users from uploading harmful
data to the merchant website, while the POCKET-compliant certiﬁcate is
veriﬁed (by the client) to determine merchant's POCKET-compliance.
The man-in-the-middle attack is another type of attack that can be
launched against this system. This attack happens when a valid packet is intercepted and manipulated or processed for information.
1
A digital contract is a legal agreement between the client and the merchant regarding the collection and use of information gathered.

Potential problems with a man-in-the-middle attack are (1) eavesdropping on sensitive and personal information, (2) information
modiﬁcation, and (3) packet replay at a later time. In addition to mutual authentication, the TTP performs the role of a key distributor and
employs a pretty good privacy (PGP) framework [38]. With publickey exchange between a client and a merchant, the conﬁdentiality
and non-repudiation of data can be provided by encryption with a
session key and a digital signature, respectively. The replay packets
can be identiﬁed and ignored by employing a typical challenge/
response handshake protocol.
3.3. POCKET software prototype
We have completed a prototype of the POCKET UA and BHO for
the Windows XP operating system. The current implementation of
the BHO works for Microsoft's Internet Explorer version 6.0 (IE6)
and can be easily extended for other versions and browsers. The
POCKET artifact consists of a UA and BHO implemented in Visual
C++. The UA is a simple dialog based application that is used to conﬁgure POCKET on the client machine. The parent conﬁgures POCKET
with a setup password which protects the parent-mode from unauthorized access. After installation, the UA automatically presents
the parent with the privacy preferences conﬁguration dialog. This dialog box gives parents the option of what information they will allow
merchants to collect from their child (See Fig. 3). The UA converts the
parent's selections into an UPPF and stores it in the client's machine.
In Fig. 3 the parent is setting up the permission for their child, Mike,
allowing the collection of ﬁrst name, age range, and zip code but not
allowing any of the other information to be collected. At this point
the parent can implement the choice that NO information be collected
from the child by selecting none of the options. The UA provides the
parent with a second dialog requesting the user to enter the actual information for the preference elements conﬁgured in Fig. 3. After conﬁguration, the UA automatically enters the child-mode, starts the
BHO and enforces this UPPF when the client visits any website. Fig. 4
shows the dialog for the UA once setup is complete and enabled on
the client machine. Any shift from the child-mode to the parentmode or closing of the UA needs the parent's setup password. Fig. 5
shows the dialog for the UA when POCKET has been disabled on the client machine.
We created mock merchant websites that support the MPPF required by the POCKET BHO. We tested the software implementation
using these mocked websites. We used a simpliﬁed XML ﬁle format
that is consistent with the P3P speciﬁcations to create the privacy
preference ﬁles. We strongly feel that the POCKET framework is the
best solution for enforcement of COPPA. It is an easy to use, automated
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Fig. 3. Parent creating the UPPF for Mike.

tool that can be used by a technologically unsophisticated parent and
deployed to protect children's privacy. It puts control into the hands of
the parent and identiﬁes the website visitor as a child. POCKET allows
parents to implement the choice that NO information be collected
from their children. Automation provides the advantage that the parents do not have to constantly supervise and worry about disclosure of
personal information by their children. Once deployed, POCKET will
provide a way to enforce the parental consent requirement of COPPA.
4. Evaluation of POCKET
An important aspect of the design of an IT artifact is the evaluation
of the tool. In the context of POCKET, there are three different types of
design principles that need to be evaluated for compliance:
1. The legal evaluation veriﬁes if POCKET meets the legal requirements of COPPA.
2. The technical evaluation veriﬁes if POCKET works as intended
technically and is error free.
3. The behavioral evaluation veriﬁes if POCKET meets the user
requirements.
4.1. Legal evaluation
POCKET is designed to be a technical advancement of the requirements of COPPA, without displacing or becoming a safe harbor program.
In essence, it will strengthen the protection of children by offering
a more robust method for implementing COPPA and subsequent FTC
regulatory requirements. Therefore, it is not expected that every design

principle will be met; in the charts below the italicized elements refer to
future and safe harbor elements necessary to meet all of the regulatory
requirements. As can be seen from Table 4, POCKET is designed to
strengthen the legal requirement of parental consent, and it also includes important methods for subsequent changes to consent and overall parental control.
The purpose of designing POCKET based on a number of design
principles was to ensure that it was driven by the overarching kernel
theories identiﬁed prior to its development. The resulting evaluation,
provided above, demonstrates that POCKET successfully achieved the
legal speciﬁcations as mandated by COPPA.

4.2. Technical evaluation
The technical evaluation of POCKET included several steps. First,
there was in-depth software testing. The main goal of testing the
POCKET software is to ensure that the system works in the speciﬁed
manner when a certain set of inputs are given. Further, the system
must not give unexpected results thereby undermining its dependability. POCKET is targeted at parents who must trust that the system
can allow/block websites based on the given preferences. In order to
make sure that this is true, we tested the system extensively. The testing procedure consisted of two stages: black box and white box testing, which are described in detail in Appendices A and C.
Black box testing involves the selection of different inputs at the
user interface. It allows the tester to concentrate on hard-to-reach
paths in other forms of testing and also helps to assure a high degree
of reliability in the operation of the entire system. For POCKET, we

Fig. 4. Status enabled dialogue for the POCKET user agent.
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Fig. 5. Status disabled dialogue for the POCKET user agent.

tested the user interface (UA) and the machine executable (BHO)
components. For black box testing, we identiﬁed all possible paths
in the software. There were a total of 283,545,222,346 paths covered
by black box testing, and the results translated to 99.87% path coverage. One software bug was identiﬁed during black box testing and
ﬁxed.
White box testing involves testing POCKET with knowledge of
the inner workings of the software and is used for hard-to-test
paths such as paths constrained by some inputs to the function
or un-testable (see Appendix C for examples). We analyzed the
remaining 373,293,146 paths and found 10 paths to be untestable
because they were the result of two ‘if’ statements. The condition
of one ‘if’ statement was the ‘else’ condition of another ‘if’ statement,
making them practically impossible to be in the same path, though
theoretically possible. Seventeen paths were found to be redundant
due to the coding style. They were ﬁxed in the code.
In summary, since 100% statement coverage and 100% path coverage
are considered adequate enough to deem the system tested, POCKET is
considered to be extensively and adequately tested.
The second phase of technical evaluation testing was to verify that
the technical design principles were met. Table 5 shows how each of
the proposed design principles were evaluated and the results.
In summary, the POCKET prototype leverages existing tools and concepts from the kernel theories presented in Section 2.2, and meets the
requirements established previously established. Several of the design
principles derived from these kernel theories and the technical environment were also tested in the behavioral (user) evaluation, such as ease
of use and ease of navigation.
4.3. User/design evaluation
The design of POCKET involves three sets of stakeholders: parents,
merchant website owner, and a trusted third party. The user evaluation
of POCKET, however, targets only the merchant website and the parents
since they are the only players involved in the transaction phase of
POCKET. The role of the trusted third party is to hold certiﬁcates for

the veriﬁcation of the merchant website, similar to VeriSign™'s role as
a security certiﬁcate provider.
To evaluate POCKET from a parent's perspective, we conducted an
online survey of parents with children under the age of 13. First, after
answering general demographic questions, parents viewed a demonstration of the POCKET software prototype. We then asked them questions to ensure the design of POCKET met the speciﬁcations that
parents gave us during the focus group stage of the research. In particular we focused on measuring ease of use [41], perceived behavioral
control [39], and the perceived cost-beneﬁt of POCKET. We further
measured the impact that social norms [41] has on adoption as it
was a factor that emerged from our focus groups but was not a behavioral component that could be controlled for in the design of POCKET.
Evaluators were recruited using a convenience sample of parents
of children below the age of 13 in different regions of the United
States. Authors contacted parents not knowledgeable about the research and provided them with a link to the survey. To encourage participation, small prizes were offered in a drawing among participants.
The solicitation email also requested that parents forward the link to
the survey to other parents they knew who had children under the
age of 13.
For validation purposes, and given the few items our instrument
included, we targeted 25 user responses. We received 19 responses
and after those with missing data were removed, we had 15 data
points to evaluate behavioral requirements compliance. The respondents were on average 42.8 years old. 87% were Caucasian and 60%
were males. Respondents indicated that the average time online for
their children (below the age of 13) was 4.3 h per week.
Before evaluating the behavioral requirements responses, we tested
the reliability and validity of the instruments used. All constructs with
more than one item had Cronbach's alphas greater than 0.70, suggesting
reliable measures. Construct validity was tested using a conﬁrmatory
factor analysis, with no item loading issues. For the evaluation of the
POCKET artifact, our goal was to ensure the tool met the predeﬁned
requirements that emerged from the focus groups. As such, an average
of each measure was calculated except for cost-beneﬁt, which used a

Table 4
Legal evaluation of POCKET.
Design principles

Evaluation evidence

POCKET should provide a way to verify the privacy practices of websites.
POCKET should automate the process of parents providing their consent
to the release and use of their children's information at a granular
level as it matches the parent's predeﬁned set of preferences.

POCKET compares the privacy preference ﬁle with the privacy policy of the website.
As seen in Fig. 3 and discussed in Section 3.2, during the Setup Phase, parents choose
whether information can be released, and if so what type of information. As seen in
Fig. 2, parent choices must match with what websites will collect in order for children
to successfully share information with a given website.
As seen in Fig. 2 and discussed in Section 3.2, POCKET creates a log ﬁle entry showing
the transaction. Further, a digital contract is created and sent along with the personal
information to the website. The log ﬁle and the digital contract can then be utilized to
enforce merchant accountability to parental requests.
As discussed in Section 3.2.1, POCKET was designed with a number of measures to
ensure the secure transfer and storage of information. Further, to ensure accuracy
POCKET was built using an expansion of P3P, which includes accurately tagging the
information sent to merchant websites.

POCKET should provide a method for parents to review information that has
been provided to websites and notify websites if the information should be
deleted.
POCKET should properly secure information that it contains, as well as
provide accurate information to website merchants it shares information
with on the parent's behalf.
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Table 5
Technical evaluation.
Design principles

Evaluation evidence

POCKET should be easily downloadable once parents are registered.
POCKET should be easy to install using a self-extractor ﬁle.
The User Interface should be graphical and easy to navigate with a combination of menu items, dialog
boxes, and easy to interpret error messages.
POCKET should be developed initially for Internet Explorer using the Browser Helper Object (BHO) tool.
The transaction phase (whether the transfer of information is approved or not) should be transparent
to parents once POCKET is installed and working.
POCKET requires secured transmissions of information between the parents, website, and trusted third
party machines.
POCKET should automatically compare the Privacy Preference File from POCKET with the website's
privacy practices ﬁle using P3P User Agent concepts.
POCKET should allow parents to modify settings as desired.

Black box testing
Black box testing
Design as exempliﬁed in per Figs. 3–5

POCKET should include four phases: registration, installation, transaction, and post-transaction phases.

single item. Items were measured on a Likert-like scales ranging from 1
to 7. As can be seen from Fig. 6, evaluation results of all measures that
can be controlled through the development of POCKET (ease of use,
perceived behavioral control, and cost beneﬁt) indicate that parents believe POCKET meets their expectations, which suggests we were successful in developing a tool that meets the needs expressed by parents
prior to the design of POCKET. The social norm construct, which cannot
be controlled within the development of POCKET, is also rated above the
midpoint of the scale, indicating that while not the most important factor in determining parents’ potential use of POCKET, what other parents
do will also be important for determining parents’ use of POCKET.
As can be seen from Table 6, POCKET successfully met the behavioral design requirements as speciﬁed in Section 2.3.3.
The design of POCKET was further validated with web merchants,
through interviews with two website owners. One of them owns an
online retail website while the other owns a sport services website.
Neither of the owners knew of the legal requirements of COPPA, although both could be subjected to those requirements. Both owners
indicated that they liked the concept of POCKET and the resulting artifact, and would use POCKET if it assured them of COPPA compliance.
However, they also indicated that they would not use it unless a critical mass of parents was using the POCKET software as well. This creates a chicken and the egg problem because parents also say that they
would use POCKET if other parents would use it.
5. Discussion
POCKET is a prototype designed to meet the legal requirements of
COPPA and give parents a tool to protect their children's online privacy.
In designing POCKET, we followed the design science principles
presented by Hevner and his colleagues [19], who suggest that IS research is at “the conﬂuence of people, organizations, and technology
(p. 77).” Design research is an important area in the ﬁeld of information
systems. Orlikowski and Iacono [35] describe ﬁve meta-categories that

Fig. 6. Comparison of means for behavioral evaluation measures.

Design as per section 3.2
Black box testing
Design as per section 3.2.1 and black box testing
Design as per section 3.2 and 3.3, and black box testing
Design as per section 3.2 and 3.3, exempliﬁed in Fig. 3, and
black box testing
Design as per section 3.1 and 3.2

conceptualize design research: the tool view, the proxy view, the ensemble view, the computational view, and the nominal view. The tool
view is described as focusing on the description of the “technical features of a new technology to understand what that technology will
do” (p123). Orlikowski and Iacono argue that this approach limits IS research to more of a black box approach and suggest that IS researchers
should instead strive towards presenting more powerful conceptualizations of how IT can be used within organizations. Indeed, one common
issue for social scientists is that they often present artifacts as black
boxes [35]. The proxy view focuses on “one or a few key elements in
common that are understood to represent or stand for the essential
aspect, property, or value of the information technology.” The computational view “concentrates expressly on the computational power of information technology.” This type of design research focuses on the
“capabilities of the technology to represent, manipulate, store, retrieve,
and transmit information, thereby supporting, processing, modeling, or
simulating aspects of the world.” The nominal view of technology considers technology as absent, indicating that “the technology is invoked
in name only, but not in fact.” Finally, the ensemble view of technology
requires that researchers describe how the components of the designed
artifact can be applied to a socio-economic activity [35], focusing on the
interaction of the technology used, the people involved in the design
process, as well as the target audience of the ﬁnished product.
In this research, we took the challenge presented by Orlikowski
and Iacono by explaining how the design of POCKET was informed
by three disciplines and their interaction, and showing how POCKET
is tested by the design team, as well as the intended target audience.
This clearly represents the ensemble view. More speciﬁcally, we combine the view of technology as a development project when we describe the process of developing POCKET and the technology as an
embedded system when we conceptualize POCKET as an evolving system embedded in a complex and dynamic context exempliﬁed by the
legal and behavioral requirements identiﬁed in its development. Interestingly, Orlikowski and Iacono [35] ﬁnd that the ensemble view
was the least represented category in their review of articles in the Information Systems Research journal. Their recommendation for using
the ensemble view, “which [does] engage with the social and embedded aspects of technology development and use” (p. 132) includes
making sure to consider the conditions, both material and cultural,
that bind the IT artifacts, and to consider their dynamic nature. The development of POCKET follows these recommendations and adds to the
limited literature that explicitly considers the IT artifact.
In addition to answering the call for more research that explicitly
considers the IT artifact embedded in its social technical context [35],
the research shows how the guidelines proposed by Hevner and his
colleagues [19] allow design science researchers to lift the lid on the
“black box” of their artifacts. How we followed the seven guidelines
is presented in Table 7. In summary, the contributions of this study
ﬁt in the design and action theoretical contributions as discussed in
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Table 6
Behavioral evaluation of POCKET.
Design principles

Evaluation evidence

POCKET should be easy to use.
POCKET should meet legal requirements.
POCKET should create log ﬁles, to be utilized at the
parent's discretion.

As illustrated in Fig. 6, a review of POCKET by parents showed that they believe it is easy to use.
As demonstrated in the Legal Evaluation in Section 4.1, POCKET meets the legal requirements.
As demonstrated in the Legal Evaluation in Section 4.1, POCKET creates log ﬁles. In addition, as
presented in Section 3.2 and 3.3, the design of POCKET includes a parent-mode and a child-mode.
One of the advantages of parent-mode is that it turns off the POCKET protection as well as the
logging capabilities.
As illustrated in Fig. 6, a review of POCKET by parents showed that they believe it increases their control.

POCKET should provide increased control over information
released by children.
POCKET should provide maximum value at a minimal cost.

As discussed in section 3.2, POCKET is downloadable to parents. Further, as illustrated in Fig. 6, POCKET
is evaluated by parents as ranking high on the cost-beneﬁt perception.

Gregor [18]. An artifact was designed following established design
science guidelines. As a result, our contributions are incremental to
prior work on information privacy in general, privacy-enhancing
tools (PETs), and design science research. In addition, from a research
standpoint, the study demonstrates the value of the focus group research approach as called for by Bélanger [3].

5.1. Future research directions

speciﬁcally developed to address the legal requirements of COPPA, in
addition to the technical and behavioral requirements identiﬁed. However, there are other legal frameworks regarding ﬁnancial and health
information online. There are also different legal frameworks for different countries around the world. One potential avenue for future research would therefore be to adapt POCKET to these different legal
frameworks.
5.2. Limitations

The development and testing of the POCKET artifact is a ﬁrst small
step in the direction of enforcing the protection of children's privacy
online. In this section, we brieﬂy discuss some additional ideas for future research.
First, as research utilizing the approach set forth by POCKET continues, it should consider moving into the protection of children's privacy in a mobile computing setting. Mobile apps designed for use by
children do not clearly state in their privacy policy how the apps collect data or interact with social networking sites [17]. However, the
FTC does enforce COPPA in the mobile computing sector [16], but is
pushing for extensions to what COPPA covers to explicitly include mobile apps as well as expand the deﬁnition of “personal information” to
include such things as device identiﬁers, geo-location information,
and IP addresses [15]. Such enforcement of and changes to COPPA signify that there is a growing need for software such as POCKET in the
mobile computing environment as well as in the PC environment as
designed. As future iterations of POCKET are made, focus should be
turned towards expanding the coverage of POCKET to additional personally identiﬁable information such as location, personal information
in mobile cookies, and device identiﬁers. Control will be returned to
parents by giving them the ability to specify, at a granular level, the
information their children can share while using mobile apps. Without some form of technological enforcement there is no guarantee
that mobile apps are not collecting this information. POCKET was

One of the limitations in this research, as in most design science
research [1,9,33,34,43], is that continued use could not be evaluated.
Kim and Malhotra [35] suggest that continued use might be a more
important measure for the evaluation of artifacts than intentions to
use. This is consistent with a discussion of post-adoptive behaviors
[21] in which it is highlighted that even though organizations have
invested in a wide variety of information systems, many of these software are underutilized by their potential users. However, this would
require that a critical mass of parents and a critical mass of web
merchants decide to use POCKET and that it is incorporated in web
browsers such as Internet Explorer by the developers of such
browsers. Since most merchants prefer not to limit their data collection, it is likely that this would only occur in the case of mandated
use by a government agency.
6. Conclusion
In this paper, we have presented a new privacy-enhancing artifact
called POCKET, which has been designed as a prototype for protecting
children's privacy online. POCKET implements an automatic way to obtain veriﬁable parental consent as required by COPPA. It is an easyto-use tool that technologically unsophisticated parents can deploy to
protect their children's privacy. With POCKET, parents can control the

Table 7
Design science guidelines and POCKET [19]⁎.
Design science guideline

POCKET compliance

Problem relevance (2)
Design as a search process (6)

POCKET addresses the need for technology to enforce COPPA, a law that seeks to protect the privacy of children online.
The design of POCKET followed rigorous search, design and testing processes. In developing POCKET, laws were extensively
reviewed to ensure POCKET met the legal requirements of COPPA. Focus groups were conducted to ensure that the resulting
artifact would meet parents’ usage requirements. Existing technologies were evaluated to ensure that best practices were
incorporated in POCKET. The design process involved building alpha and beta versions of the artifact with appropriate
modiﬁcations as necessary (see appendix B). Testing then included white box and black box testing (see appendix C).
The result of this research is the POCKET artifact.
The evaluation of POCKET included legal, technical, and behavioral evaluations.
The development of POCKET followed design methodologies proven in the design science literature. Evaluation of POCKET
likewise included a rigorous evaluation process.
POCKET is an implementation of an artifact that is an extension of P3P, which provides mechanisms for accountability and
enforcement of COPPA.
In this paper, we have presented this artifact with sections intended for a management oriented audience, as well as sections
intended to communicate the design to a technical audience. Several conference papers were also presented during and after
the project completion (references withheld).

Design as an artifact (1)
Design evaluation (3)
Research rigor (5)
Research contributions (4)
Communication of research (7)

⁎ We modiﬁed the order of the guidelines to match the order we present them in this paper.
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personal information collected by websites from their children without
constantly monitoring their activities online. The client's preferences
and the merchant policy ﬁles have a format that is consistent with the
P3P speciﬁcations. POCKET assumes the merchant policy ﬁle is placed
in a speciﬁed location on the server, and POCKET includes a secure protocol for uploading personal information from the client to the merchant. It also establishes mechanisms for merchant accountability by
maintaining activity logs. With mock merchant websites, the prototype
demonstrated its promise in offering a COPPA-compliant platform. The
evaluation performed demonstrates that this tool is free from bugs and
meets the needs of parents in protecting their children's privacy online.
This research provides contributions for researchers and the
general public alike. From a research perspective, POCKET illustrates
how existing technology such as P3P can be leveraged to provide a
working solution to communicate information about third parties. It
also illustrates how focus groups can be relied upon to inform the development of a software tool. The POCKET project shows that design
is as much an activity as it is the end product. POCKET results in important design research contributions since it adds to the knowledge
base in computer engineering, information systems and business law.
It provides “contributions to the archival knowledge base of foundations and methodologies [19] (p81).” By communicating what was
discovered during the development of POCKET future researchers
can inform their research as well as expand on what was done on
this project. From the general public's perspective, this research provides an actual tool, which when fully implemented could provide an
added layer of protection for parents to rely upon in protecting their
children's privacy online. The use of focus groups along with the evaluation of the ﬁnished product illustrates that this tool meets the requirements parents expressed.
Appendices A, B, and C. Supplementary data
Supplementary data to this article can be found online at http://
dx.doi.org/10.1016/j.dss.2012.11.010.
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Research in Progress: The Privacy Helper ©2013: A Tool for Mobile Privacy
Workshop for Information Technology and Systems (WITS) 2013
France Bélanger and Robert E. Crossler

INTRODUCTION
Information privacy refers to an individual’s ability to control information about themselves
(Bélanger and Crossler 2011; Bélanger et al. 2002). In today’s society, concerns about information
privacy in the online environment have been growing for all individuals, but even more so for individuals
able to use technology but unaware of the potential privacy pitfalls of the digital society. Exacerbating
the problem of online privacy is the rapidly changing technological environment provided by mobile
devices that allow easy tracking of users and increased sharing of information. In fact, the FTC and state
of California recently began enacting laws enforcing privacy protection on mobile devices (Ahearn 2012 ;
FTC 2011). Although there is an increased interest in research on location‐based services (Bélanger and
Crossler 2011), most users remain unaware of the privacy settings on their mobile devices, and once
made aware of such settings, they desire to remove the location tracking settings that are set by default
(Sadeh and Kelly 2011). Furthermore, the use of “apps” in mobile devices provide opportunities for
individuals to create information gathering tools hidden from users who download these apps
(McCarthy 2009 ). One example being implemented by companies is apps for direct mobile marketing,
either through subscription or proximity (e.g., Reichhart et al. 2013; Shang et al. 2009; Sneps‐Sneppe
and Namiot 2013). This approach gives companies the ability to perform target marketing to
smartphone users when they are near a given location, such as a business within a shopping mall.
Further assisting companies in their ability to market directly to mobile devices is the use of Bluetooth
Low Energy technologies. This technology was released with iOS7 and updates to the Android operating
system. In iOS7, this is referred to as iBeacon and allows marketers to know the exact location of users
1

within stores (Epstein 2013; Gottipati 2013). As the risks of information gathering apps and location‐
based services tracking increases and users continue to remain unaware of these risks, a potential
information privacy black hole exists. It is this issue that the present research seeks to address.
In this paper, we draw on the recommendations of Hevner et al. (2004) and the calls for design
science artifacts in privacy research (Bélanger and Crossler 2011; Xu and Bélanger 2013) to develop a
smartphone application for privacy education and training entitled The Privacy Helper©2013. The
Privacy Helper will help users increase their privacy when using their mobile devices. In doing so, we
draw on various theories to inform our design and to evaluate Privacy Helper’s effectiveness (Kuechler
and Vaishnavi 2012). The following section provides a description of Privacy Helper. The proposed
method of evaluating this application is then presented.

Privacy Helper © 2013
The design of Privacy Helper © 2013 was an iterative process so the development of the app could
include modifications to the proposed design principles based on user feedback. The target application
to demonstrate this proof of concept is an application that enables users of iPhones to be guided
through the various privacy settings within the device so that they can adjust their settings accordingly.
The resulting application provides smartphone users with a friendly guide to assist them in aligning their
smartphone settings with what their information privacy views are. This guide is available to users in
both a menu‐based text only format to tell them what to do and in a voice format that plays step‐by‐
step instructions while guiding them through the process of changing privacy settings.
Privacy Helper © 2013, as seen in Figure 1 Panel A, was designed using a model‐view‐controller
paradigm (Krasner and Pope 1988). Due to the simplicity of the design and the user interface, the
particular focus was on the view and controller perspectives of the paradigm. Views provided the
ability to utilize web HTML and CSS code to display information. Controllers were utilized to navigate
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users through various events as they click various links in the application. The controllers would then
pass data to the various views that were created. This approach allowed for a modular design of the
application and for various components to be modified without affecting other components. One of the
controls utilized was that of using various ‘drawers’, as seen in Figure 1 Panel B. This allowed for a
standardized menu to be provided to the user from anywhere within the app.

Panel A: Privacy Helper Main Screen
Panel B: Privacy Helper Left ‘Drawer’
Figure 1: Views of Privacy Helper © 2013

Navigation through Privacy Helper © 2013 was designed to be as intuitive and user friendly as
possible. Upon entering the main screen, all one has to do to move through the app is select one of the
privacy areas they would like more information about. Once they have done, then they are taken to
another screen, as displayed in Figure 2 Panel A. A description of what each privacy area is concerned
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with is provided within each of the areas. In the example provided, based on location‐based services a
further option is provided to describe how various applications utilize location‐based services. If the
user scrolls down on this screen, he is provided with directions on how to adjust his location‐based
services, as seen in Figure 2 Panel B. They are also provided with the ability to have an audio tour that
will talk them through how to do this while they are evaluating their current settings. This was designed
so users would not have to remember what to do, but instead be told what to do while they were
making decisions. Such an approach was necessary as the iOS ecosystem does not allow for apps to
make system level changes. A similar design was created for each of the privacy settings that users can
control in iOS6.

Panel A: Location‐Based Services Screen
Panel B: Location‐Based Services Directions
Figure 2: Views of Privacy Helper © 2013 Location Based Services Functionality

4

Evaluation
Evaluation of Privacy Helper © 2013 is a two‐step process. First users will be presented with an
opportunity to use Privacy Helper © 2013. After using the app, they will be asked a series of questions
to determine whether the app meets the design principles as identified prior to its creation. After any
iterative modifications are made as a result of this evaluation, a second round of evaluation will occur.
This will be done to test the effectiveness of the app at improving privacy protection practices. To
evaluation this portion of Privacy Helper © 2013’s effectiveness, an experiment will be conducted. This
experiment will provide two different levels of training – one by using the app and another by providing
the same information in a static webpage. Participants in the experiment will report on their application
setting prior to the experiment. This will be followed up by the treatment they are to receive. After
completing the training, the devices will be examined again for various settings. A control group will
also be utilized to ensure that the report of settings did not overly influence changes in the experimental
manipulations.
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POCKET Protection
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I. INTRODUCTION
In December 2006 the online Web site Xanga.com was fined $1 million for
failing to protect children’s privacy as required under the Children’s Online Privacy Protection Act (COPPA).1 The Federal Trade Commission
(FTC) estimated that 1.7 million accounts were created by underaged
children without their parent’s knowledge or consent.2 Although the site
asked for a person’s age before completing registration, warning those
under thirteen that they could not participate, nevertheless the system allowed those who subsequently entered birthdates indicating that they were
under thirteen to simply continue the process of registration and to access
and post information on the site.3 Xanga also collected information from
the children, including name, address, cell phone number, and instant
messenger identification, which they posted in the child’s online profile.
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The potential danger to young children was that this personally identifiable physical information was easily available online; the social networking
site design encouraged communication and personal contact between registered users. Children could post profiles, pictures, and videos as well as
communicate directly with other users.4 The FTC fine against Xanga was
the largest ever imposed under COPPA; the settlement of the complaint
required Xanga to pay a $1 million fine, implement policies compliant with
COPPA, file additional status reports, and submit to monitoring by the
FTC.5
The Internet brings rich content to children and expands their horizons, but at the same time creates dangers and risks to their privacy and
well-being. The recent massive and blatant failure of Xanga to follow
COPPA is evidence that significant dangers to children still exist, despite
the efforts of statutory protection. Protecting children’s privacy today is
essential because children are online at an increasingly younger age. A
child’s advanced technological sophistication that enables him to use the
Internet does not match his worldly naı̈veté, and the dangers to children
who share personal information are significant. Risks of harm can range
from the threats of a child predator to the targeting and profiling of a
commercial online marketer.
In Part II, this article describes the participation of children on the
Internet, noting its exponential growth in recent years. Next, in Part III,
the article examines the history of protecting children online. Part IV reviews the regulatory parameters of COPPA. COPPA was designed with the
goal of interposing parental involvement in their child’s electronic interactions by requiring parental consent for the collection of a child’s personal
information; ensuing regulations initially relied on the promise of emerging technologies to aid parents in this endeavor. The promise of a technological solution never materialized, however, and regulations setting
standards for parental consent continue to be limited to the same methods
as those available in 2000. Clearly, Internet and communications technology have progressed rapidly and significantly in over seven years, yet protection of children’s privacy seems to have been left behind. Finally, in Part
V, we propose a solution to this problem, providing evidence that the legal
protections sought in COPPA can be implemented technically. This section
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briefly describes POCKET (Parental Online Consent for Kids’ Electronic
Transactions), a technology concept we developed, under a National Science
Foundation Cybertrust grant, to help protect children’s privacy online.
A technological solution to protecting children online can be integrated into the legal framework, if parents, e-businesses, and regulators
will take responsibility for its development, adoption, and use. We argue
that it is possible, through the coordination of law and technology, to facilitate a parent’s protection of his or her child in the online environment.
The technology promise to protect children that seemed so near when
COPPA was initially adopted should not be abandoned for less effective
regulatory standards.

II. THE NATURE

OF

CHILDREN ONLINE

In 1997 14% of school-age children were online.6 The FTC noted that the
most prevalent activities for children online were ‘‘homework, informal
learning, browsing, playing games, corresponding with electronic pen pals
by e-mail, placing messages on electronic bulletin boards and participating
in chat rooms.’’7 Foreshadowing the future, the FTC commented in 1998
that the ‘‘most potentially serious safety concern is presented by the posting of personal identifying information by and about children . . . in interactive public areas . . . that are accessible to all online users.’’8 A few
short years later, 2003 statistics reported the number of children online by
age: 19.9% between the ages of 3–4, 42.0% between the ages of 5–9, and
67.3% between the ages of 10–13.9 The exponential increase in the numbers of children online, at increasingly younger ages, is an important reason to be concerned for their privacy.
Children participate in many activities online, accessing the Internet
for information, help with homework, entertainment, and interaction.10

6

FTC, PRIVACY ONLINE: A REPORT

TO

CONGRESS 4 (1998) [hereinafter FTC 1998 REPORT].
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Id.

8

Id. at 5.

9

U.S. DEP’T OF COMMERCE, A NATION ONLINE: ENTERING THE BROADBAND AGE, app. 2 (Sept.
2004), www.ntia.doc.gov/reports/anol/NationOnlineBroadband04.pdf.
10

Sonia Livingstone, Children’s Use of the Internet: Reflections on the Emerging Research Agenda, 5
NEW MEDIA & SOC’Y 147, 149 (2003).
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Even beneficial and benign uses by children can lead to or mask hidden
dangers, however. For example, peer-to-peer (P2P) systems of communication, easily downloadable, can include bundled spyware that will collect
information about children’s online activities.11 In addition, the expansion
and popularity of social networking sites has created particular concern for
parents.12 Social networking sites are designed as online places where
children can communicate with others with similar interests, a concept that
can benefit children by increasing their knowledge, awareness, and personal communication skills, and simply being fun. Disney offers a new social networking site, for example, as it struggles to meet the popular
demand for interactive features.13 The site offers personalization for children, upgraded features for a fee, and retail sales. The inherent danger of
social networking sites is that participation increases the chance that children will share personal information.
The gravest risk to children sharing information online is that it can
allow predators to meet and harm them offline. It is estimated by the National Center for Missing and Exploited Children that one in seven children, ages ten to seventeen, are sexually solicited online.14 Although
parents may purchase and install filters to limit their children’s online activities where a solicitation may be perceived as a greater threat, or where

11

See Jessica Herdon, Who’s Watching the KidsFThe Use of Peer-to-Peer Programs to Cyberstalk
Children, 1 OKLA. J.L. TECH. 12, 13–15 (2004).

12

In December 2005 the popular site MySpace recorded more Web page views than Google
and eBay combined. Michael Nutley, Corporates Target Youth Market via Emerging Media, NEW
MEDIA AGE, Feb. 6, 2006, at 14 (citing ratings from the Netview monthly Internet survey). See
also Sue Shellenbarger, How Young Is Too Young When a Child Wants to Join the MySpace Set?, WALL
ST. J., Oct. 19, 2006, at D1 (discussing how to balance the benefits and dangers of new online
social networking sites for young children). The American Medical Association has recently
joined the discussion by adopting a policy that encourages physicians to engage and educate
parents about the potential dangers to their children online. AMA Adopts Plan to Help Protect
Children From Online Harm, U.S. NEWSWIRE, Nov. 14, 2006.
13

http://disney.go.com/index (last visited June 1, 2008) (portal through which kids can enter
contests, chat rooms, and more). A search for chatting reveals a statement that you can ‘‘Chat
with your friends in Disney.com XDFthe place to listen, watch, chat, and play all things
Disney!’’ See also Merissa Marr, Updated Disney.com Offers Networking for Kids, WALL ST. J., Jan. 2,
2007, at B1.
14

See Jessica E. Vascellaro & Anjali Athavaley, Foley Scandal Turns Parents Into Web Sleuths; Sales
of Software that Tracks Kids Online Activities Soar; Cyber-Safety as a Job Benefit, WALL ST. J., Oct. 18,
2006, at D1.
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sexually explicit material may be available,15 it is the sharing of information without parental oversight, even on a children’s site, that can pose the
greatest risk.
Less sinister, yet undesirable, is the commercialization of a child’s
Internet use, where businesses collect personal information in order to
create literal lifetime brand loyalty and target consumers. Children are not
sophisticated enough to distinguish between advertising and unbiased
content and can be convinced to share large amounts of personal information by the promise of a chance to win a small gift or the promotional
antics of a cartoon character.16 Also, marketing techniques can include
creating profiles that can follow a child throughout his or her lifetime until
adulthood and using those profiles to reach the parent through the child.17
Hummerkids.com is a possible example of this trend. Although Hummers
will obviously not be bought by children, www.hummer.com contains
Hummer Kids, which includes coloring pages, a race where children
choose their own Hummer, and a section where children can create their
own Hummer. It is estimated that children under the age of fourteen influence 47% of family spending in the United States, representing $700
billion a year, perhaps explaining why more Internet sites that seem unrelated to children include children’s pages.18

15

See id.

16

The results of an Annenberg Public Policy Center survey in 1999 are summarized in Press
Release, The Annenberg Public Policy Center of the University of Pennsylvania, Free Gifts
Could Entice Children Into Revealing Personal Family Information Online (May 16, 2000).
For further examination of the results of this survey and the implications, see Joseph Turow,
Family Boundaries, Commercialism, and the Internet: A Framework for Research, 22 APPLIED DEV.
PSYCHOL. 73, 79–80 (2001) (the effect of information release and its commercialization raises
concerns). For a discussion of the cognitive age limitations of children, see Elizabeth S. Moore,
Children and the Changing World of Advertising, 52 J. BUS. ETHICS 161, 163 (2004). The impact of
interactive advertising techniques, including online advertising, on young children is discussed in
CHILDRENNOW, INTERACTIVE ADVERTISING AND CHILDREN: ISSUES AND IMPLICATIONS (2005), http://
www.childrennow.org/assets/pdf/issues_media_iadbrief_2005.pdf.
17

See Livingstone, supra note 10, at 45–46. See also Joseph Turow, Family Boundaries, Commercialism and the Internet: A Framework for Research, 22 APPL. DEV. PSYCH. 73, 78–81 (2001) (information collection impacts the family as well as the child and results in dangers to the family unit
and parental control).

18

Marketing to Children: Trillion Dollar Kids, ECONOMIST, Dec. 2, 2006, at 66 (‘‘Children are hedonists, inclined to make impulse buys and less likely to make educated purchasing decisions.’’).
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The concern for protecting children online did not begin with the
increasing commercialization of the Internet and the serious dangers of
social networking. The potential harms to children sharing personal information online were recognized by the FTC early in the 1990s.

III. PRIVACY PROBLEMS

IN THE

PRE-COPPA WORLD

In the 1990s the Internet and the World Wide Web had only begun ascending to national and international communication and commercial
prominence. Yet, one of the initial concerns of users remains an issue today: the nature of privacy in the online environment, where collection of
information about persons and habits is easy and far from transparent.
Studies and surveys have consistently shown that the lack of privacy is a
concern for consumers,19 affecting how they use the Internet.
The early days of Web site development did not initially include protection for the less sophisticated child participant. In 1997 KidsCom operated a Web site that included ‘‘KidsCash’’ and ‘‘Find a Key Pal’’ activities,
requiring children to register and provide their ‘‘name, birth date, e-mail
and home addresses, and product and activity preferences’’20 in order to
participate. Not only did the site collect this information from children, it
also shared identifiers with other third parties. The Center for Media Education filed a complaint with the FTC, alleging deceptive actions by the
KidsCom Web site in this method of information collection from children
and its subsequent sharing practices with third parties.21 Although the
FTC decided not to pursue an action against the Web site because it had
modified its information collection practices, the FTC did provide a staff
opinion letter in which it established important standards for commercial
entities who deal with children online.22 It stated that it was a deceptive
19
See, e.g., Tom Buchanan et al., Development of Measures of Online Privacy Concern and Protection
for Use on the Internet, 58 J. AM. SOC. INFO. SCI. & TECH. 157, 158–59 (2007) (reviewing studies that
document widespread concern for online privacy).
20

Press Release, FTC, FTC Sets Forth Principles for Online Information Collection from
Children (July 16, 1997), http://www.ftc.gov/opa/1997/07/kidscom.htm.

21

Id.

22

Letter from Jodie Bernstein, Director, Bureau of Consumer Protection, to Kathryn C.
Montgomery, President, Center for Media Education, & Jeffrey A. Chester, Executive Director, Center for Media Education (July 15, 1997), http://www.ftc.gov/os/1997/07/cenmed.pdf.
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practice to collect information from children for one reason yet use the
information for another purpose and that it was ‘‘likely’’ to be an unfair
practice to collect or release personally identifiable information from children without informed consent from a parent and the opportunity to restrict or prevent the collection and sharing of the child’s information.23
A. The FTC’s 1998 Privacy Study
The overall FTC approach to online privacy in the 1990s was to encourage
Web sites to respect consumer privacy by voluntary self-regulation of information collection practices. In order to evaluate the effectiveness of the
self regulatory approach, the FTC conducted a survey of Web site privacy
practices in 1998, culminating in the report, ‘‘Privacy Online: A Report to
Congress.’’24 The FTC specifically addressed children’s privacy concerns,
and performed a separate study of children’s Web sites in this survey.
The empirical results were striking: 89% of the Web sites studied
collected personal information from children.25 In order to entice children
to share information, Web sites used offers of prizes, incentives of online
chat rooms, and even the endorsement of imaginary characters in order to
induce children to register and share personal information.26 In fact, benefits were often available only upon registration.27 Although the survey
used a broad definition of a privacy policy, only 24% of the Web sites had
such a policy, and only 8% of the sites stated that they informed parents of
their information collection practices.28 Forty-nine percent of the Web sites
said they could share children’s information with third parties.29 A paltry
three sites (of a sample of 212) required parental consent before information was collected from children.30 The most common child protection

23

Id.

24

See FTC 1998 REPORT, supra note 6.

25

Id. at 31.

26

Id. at 33.

27

Id.

28

Id. at 34.

29

Id. at 37.

30

Id.
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feature, followed by 23% of the sites, was simply to advise children that
they should ask their parents before sharing information.31
To further evaluate the effectiveness of self-regulation, the FTC reviewed the two voluntary guidelines then available for businesses to use for
standardized online child privacy practices. The Council of Better Business
Bureaus’ Children’s Advertising Review Unit (CARU), and the Direct
Marketing Association (DMA) each had established guidelines.32 The
CARU guidelines were acceptable to the FTC under the 1997 staff opinion letter, as they required notice and choice and providing parents with
the opportunity to remove information about their children.33 The CARU
guidelines adopted a reasonableness standard to determine the acceptability
of parental consent.34 The FTC noted, however, that the CARU guidelines
were not widely adopted by business.35 The DMA guidelines were judged
insufficient by the FTC as they were primarily aspirational in nature, without
requiring fair information practices such as parental consent.36
The report gave guidance to Web sites for following effective privacy
protection for children, listing notice/awareness, choice/consent, access/
participation, and integrity/security.37 Referencing the 1997 KidsCom staff
opinion letter, the report emphasized that it is the parent’s consent that is
necessary, that adequate notice to the parent is a necessary precursor to
collecting information from children, and that ‘‘actual or verifiable’’ parental consent is required when the information is to be shared with third
parties.38 Also relevant to future discussions of effectiveness, the report

31

Id. at 34.

32

Id. at 17.

33

Id.

34

Id.

35

Id.

36

Id. at 18.

37

Id. at 12–14. These principles are broadly known for privacy protection, not just for children, and are widely recognized as Fair Information Practices. See Anita A. Allen, Minor Distractions: Children, Privacy and E-Commerce, 38 HOUS. L. REV. 751, 762 (‘‘Fair information
practices ﬁrst promulgated in the 1970s are embodied in COPPA’s requirements of notice, access,
and security’’); Jody Blanke, ‘‘Safe Harbor’’ and the European Union’s Directive on Data Protection,
11 ALB. L.J. SCI. & TECH. 57, 70 (2000) (explaining that the FTC used the OECD Guidelines to
identify ﬁve privacy principles, or ‘‘fair information practices’’).
38

FTC 1998 REPORT, supra note 6, at 13.
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noted that ‘‘online activities may be unique and unfamiliar to parents,’’39
and therefore notices to parents would need to be more robust. In this way,
notices would ‘‘[empower] parents to monitor their children’s interactions
and . . . help protect their children from the risks of inappropriate online
interactions.’’40
Not surprisingly, the FTC recommended that legislation be enacted
requiring parental consent before commercial Web sites could collect information from children ages twelve and under.41 The commission also
recommended that parents of children over the age of twelve be notified of
information collected and be given the opportunity to delete that information from a Web site database.42 The FTC emphasized the role of parents and the necessity ‘‘of [legally] placing parents in control’’ of the
information collected from their children.43
B. Early Child Privacy Cases Result in FTC Remediation
The FTC did not wait for the passage of legislation, but took the lead in
addressing the conflict between privacy and the ease of electronic information collection from children in 1999. Under its Section 5 authority to
prevent unfair and deceptive actions in commerce,44 the FTC brought
charges against two Web sites for collecting information in a deceptive
manner.45 In what the FTC calls the ‘‘First Internet Privacy Case,’’46 it filed
a complaint against the Web site hosted by GeoCities. The GeoCities site
contained individually created Web pages that were organized into ‘‘neighborhoods.’’ Although the personal Web pages and areas of the site were
free to users, GeoCities’ business model was based on collecting information from consumers and selling that information to advertisers, who were
39

Id.

40

Id.

41

Id. at 42.

42

Id. at 42–43.

43

Id. at 42.

44

15 U.S.C. § 45(a)(1) (2000).

45

See Allen, supra note 37, at 764–65.

46

Press Release, FTC, Internet Site Agrees to Settle FTC Charges of Deceptively Collecting
Information in Agency’s First Internet Privacy Case (Aug.13, 1998), http://www.ftc.gov/opa/
1998/08/geocitie.shtm.
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then able to send targeted messages and ads to certain interest groups
based on the identifying information.47 The GeoCities site was hugely
popular at the time of the complaint, with 1.8 million members and a listing in the top ten most visited Web sites.48 Included in the numbers of
members were approximately 200,000 children under the age of fifteen.49
The site included the ‘‘Enchanted Forest’’ neighborhood and the ‘‘GeoKids Club’’ for children and required that children provide information
including name, age, e-mail address, and gender, without any requirement
of parental supervision or consent in order to participate.50 These neighborhoods were maintained by third parties, although it would seem to users that they were GeoCities sites.51 The GeoCities privacy policy stated
that the information collected was never sold or shared, even though it
regularly used the personal information for commercial gain. The FTC
alleged that the privacy policy and practices were deceptive, and GeoCities
subsequently entered into a consent decree to settle the charges.52 The
consent decree specifically addressed the online collection of information
from children by requiring GeoCities to abstain from collecting personally
identifying information from children ages twelve and under when it had
‘‘actual knowledge’’ that the child did not have parental consent to
share the information.53 It required a procedure to obtain express parental consent.54
The FTC brought a second complaint under its general authority in
1999 against Liberty Financial Companies for the practices on its younginvestor.com site.55 The site required children to complete a survey in

47

Complaint, FTC v. GeoCities, No. C-3850 (Feb. 5, 1999), http://www.ftc.gov/os/1999/02/
9823015cmp.htm.

48

See id.

49

Id.

50

Id.

51

See id.

52

Decision and Order, FTC v. GeoCities, No. C-3850 (Feb. 5, 1999), available at http://
www.ftc.gov/os/1999/02/9823015.do.htm.

53

See id.

54

See id.

55

Complaint, FTC v. Liberty Fin. Cos, No. C-3891 (Aug. 12, 1999), available at http://
www.ftc.gov/os/1999/08/libertycmp.pdf.
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order to receive a newsletter and to be eligible to win prizes. The survey
asked for personally identifiable information such as name and addresses
and also asked for financial information such as the child’s weekly allowance and the types of investments that their family owned.56 Although
Liberty stated that the information would be anonymous, they held the
identifiable information in a database. Adding further injury, the Web site
never sent the newsletter or awarded the prizes.57 The consent decree entered into by Liberty Financial defined ‘‘child’’ as someone under the age of
thirteen, however, the order applied to those under the age of seventeen.58
In addition, the order contained details regarding parental consent.59
These two consent decrees, entered into within months of each other,
illustrated the challenge of designing an effective yet cost-efficient methodology for ensuring that parents are involved in protecting their children.
The GeoCities decree defined acceptable methods of obtaining express
parental consent as: (1) mail or fax, (2) an e-mail that included an electronically verifiable signature, (3) a secure credit card transaction, (4) any
procedure authorized by law or regulation, or (5) ‘‘such other procedure
that ensures verified parental consent and ensures the identity of the parent, such as the use of a reliable certifying authority.’’60 It defined an electronically verifiable signature as ‘‘a digital signature or other electronic
means that ensures a valid consent’’ by including authentication, integrity
and nonrepudiation.61 Furthermore, the decree allowed a Web site to
adopt a screening procedure that sent an e-mail to the parent in order to
obtain consent for the information collection.62 The Liberty Financial decree adopted the same definition of an electronically verifiable signature,
but substantially changed the definition of verifiable parental consent. In
addition to the five methods described in the GeoCities settlement, the
FTC included any ‘‘reasonable effort (taking into consideration available

56

See id. at 1.

57

See id. at 3.

58

Decision and Order, FTC v. Liberty Fin. Cos., No. C-3891, at p. 3 (Aug. 12, 1999), available at
http://www.ftc.gov/os/1999/08/libertydo.pdf.
59

Id. at 4–5.

60

See GeoCities, No. C-3850, supra note 52.

61

Id.

62

Id.
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technology),’’ as an accepted method of obtaining consent.63 Clearly, the
advent and application of new and effective methodologies was anticipated
by the commission with their reference to available technology.64

IV. COPPA’S PRIVACY FRAMEWORK
Within months of the 1998 Report, Congress passed COPPA.65 The swift
enactment of the legislation was due in large part to the groundwork laid
by the 1998 Report and the work of the FTC.66 However, the legislation
was proposed during a time of Internet regulation that included an Internet tax moratorium67 and the limitation of children’s access to pornography,68 thereby overshadowing discussion of the comparably less
controversial COPPA. The Congressional Record contains pages of debate
about whether to limit children’s access to harmful content and almost no
legislative history to explain or supplement COPPA’s statutory language.
Comments summarily introduced by its cosponsor provide the most background.69 The summary notes four goals:
The goals of this legislation are: (1) to enhance parental involvement in a
child’s online activities in order to protect the privacy of children in the online
environment; (2) to enhance parental involvement to help protect the safety of
children in online fora such as chatrooms, home pages, and pen-pal services in
which children may make public postings of identifying information; (3) to
maintain the security of personally identifiable information of children collected online; and (4) to protect children’s privacy by limiting the collection of
personal information from children without parental consent.70

63

See Liberty Fin., supra note 55.

64

Id.

65

Pub. L. No. 105-277, 112 Stat. 2681-2728 (1998) (codified as amended at 15 U.S.C. §§ 6501–
6506 (2000)).

66

See 144 Cong. Rec. E1861-01 (1998) (remarks of Rep. Edward J. Markey introducing the
House version of the bill).

67

Internet Tax Freedom Act, Pub. L. No. 105-277, 112 Stat. 2681-719 (1998) (codified as
amended at 47 U.S.C. § 151 (2000)).

68

Child Online Protection Act of 1998, 47 U.S.C. § 231 (1998).

69

144 Cong. Rec. S12741-04 (1998) (remarks of Sen. Bryan, explaining that the bill went
forward on voice vote from committee and no committee report was filed).

70

Id.
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Only the third goal, providing security for the information collected,
a responsibility obviously associated with the collecting Web site, did not
contain an element of parental involvement.
COPPA’s focus on parental involvement is consistent with precedent;
as a parent’s participation in a child’s education, health, and contracts is
either legally sanctioned, permitted, or provided incentives in order to
protect children in these important areas.71 The following section focuses
on the role of parental consent within the statutory framework of COPPA.
A. COPPA Definitions and Scope: Parental Consent Highlighted
Although the FTC suggested that the law apply in stages to children
younger than seventeen, the law only protects a child under the age of
thirteen.72 Commercial online entities engaged in interstate commerce
that collect information for themselves or on behalf of others are covered
by COPPA.73 The Web site operator must either direct its Web site or a part
thereof toward children, or actually know that the information it collected
was from a child,74 in order for certain provisions to apply. The mere inclusion of a link to a different site that is targeted to children will not trigger
the application of the statute.75
Personal information is defined as ‘‘individually identifiable information about an individual collected online’’76 and includes data that would
allow the child to be individually contacted, either online or offline.77
Thus, the online information that is personally identifiable specifically includes an e-mail address.78 Name (first and last), address, telephone number, and Social Security number are also considered personally identifiable

71

See Allen, supra note 37, at 772 (placing parents as gatekeepers is ‘‘arguably suitable’’ and is
consistent with the Family Educational Privacy Act, for example); Danielle J. Garber, COPPA:
Protecting Children’s Personal Information on the Internet, 10 J.L. & POL’Y 129, 151 (2001).
72

Children’s Online Privacy Protection Act, 15 U.S.C. § 6501(1) (2000).

73

Id. § 6501(2) (definition of ‘‘operator’’).

74

Id. § 6501(10)(A).

75

Id. § 6501(10)(B).

76

Id. § 6501(8).

77

Id. § 6501(8)(F).

78

Id. § 6501(8)(C).
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information.79 In addition, information aggregated about a child, or their
parents, that is collected and matched with this identifying information, is
also covered.80
Verifiable parental consent for the collection of a child’s information
may be obtained by ‘‘any reasonable effort (taking into consideration available technology)’’81 that results in parents receiving notice of the information collection, its use, and the site’s privacy practices, together with the
parent’s consent to such use before information is collected from the child.
The statute makes it clear that the parent may consent to future information collection as well as current collection.82 In the summary of the law as
it was presented for adoption, it was noted that parental consent
should be interpreted flexibly, encompassing ‘‘reasonable effort’’ and ‘‘taking
into consideration available technology.’’ Obtaining written parental consent is
only one type of reasonable effort authorized by this legislation. ‘‘Available
technology’’ can encompass other online and electronic methods of obtaining
parental consent. Reasonable efforts other than obtaining written parental
consent can satisfy the standard. For example, digital signatures hold significant promise for securing consent in the future, as does the World Wide Web
Consortium’s Platform for Privacy Preferences.83

Disclosure of information occurs in one of two ways, either by the release
of information in identifiable form, which would include sharing of information for marketing purposes, for example, and by making the personally
identifiable information available publicly.84 The statute lists the actions of
publicly posting the information on the Internet, on a home page, or through
pen pals, e-mail, message boards, or chat rooms, as disclosure.85 Comments in
the House of Representatives noted that ‘‘the public posting of children’s
identifying information in chat rooms and other online forums may pose
safety concerns, and the bill simply protects against those things happening.’’86

79

Id. § 6501(8)(A), (B), (D), & (E) (respectively).

80

Id. § 6501(8)(G).

81

Id. § 6501(9).

82

See id. (‘‘and the subsequent use of that information’’).
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144 Cong. Rec. S12741-04 (1998).

84

COPPA, 15 U.S.C. § 6501(4) (2000).

85

Id. § 6501(4)(b).
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144 Cong. Rec. H9902-01 (1998).
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As we know years later, protecting children in online forums is a worthwhile
and necessary goal, yet a simple implementation has not been found.
B. Unfair and Deceptive Practices Defined in COPPA
COPPA makes it unlawful for businesses (an unfair and deceptive practice)
to collect information from children in a way that conflicts with the statute
and any regulations adopted by the FTC in its furtherance.87 COPPA requires businesses to:
1. Provide notice of information collection practices, including use and
disclosure practices,88
2. Obtain prior verifiable parental consent for the collection, use, or disclosure of the information,89
3. Facilitate parental access to information collected, the right to delete the
information, and the ability to prohibit further collection,90
4. Refrain from conditioning a child’s participation in online activities on
disclosing information unless it is reasonably necessary,91 and
5. Protect and maintain the accuracy and security of the information collected.92

Exceptions to the requirements are based on the limited use of that
information and include a one-time response to a child when that information is not retained by the business and the child is not recontacted by
the business.93 In addition, the information may be collected without parental consent when it is used to contact the parent to obtain consent, for
the safety of the child, for the secure operation of the site, or other legally
authorized reasons.94
87

COPPA, 15 U.S.C. § 6502(c) (2000).

88

Id. § 6502(b)(1)(A)(i).

89

Id § 6502(b)(1)(A)(ii).

90

Id. § 6502(b)(1)(B).
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Id. § 6502(b)(1)(C).

92

Id. § 6502(b)(1)(D).
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Id. § 6502(b)(2).

94

Id. § 6502(b)(2)(D).
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COPPA includes a provision for the establishment of safe harbors
‘‘issued by representatives of the marketing or online industries,’’95 when
approved by the FTC, as ‘‘incentives for self regulation.’’96 Participation in
and meeting the expectations of an approved safe harbor program is
deemed to be compliance with the statute. At the present time there are
four safe harbor programs approved by the FTC.97
The FTC98 and state Attorneys General have enforcement power,99
and the FTC was directed to adopt regulations regarding these practices.100 Regulations to implement COPPA, and the approval of safe harbors, are discussed in the following sections.
C. The Protracted Development of COPPA Regulations
The FTC proposed rules to enforce COPPA in 1999.101 Because of particular interest in the application of ‘‘verifiable parental consent,’’ the FTC
held an additional workshop focused on this provision.102 The final rules,
and the temporary rule for obtaining verifiable consent, were made effective as of April 2000.103 This article focuses on those aspects of the regulations affecting the nature of parental consent and the potential for using
technology for obtaining that consent. In that regard, the history of the
development of the standards, the comments of industry, and the expectations expressed as the rule developed, are relevant.

95

Id. §6503(1) (or other entities).

96

Id. § 6503(b)(1).

97

Id. § 6503(b)(2). The four approved safe harbor programs are: The Children’s Advertising
Review Unit, Entertainment Software Rating Board, TRUSTe, and PRIVO. See FTC Safe Harbor
Program, http://ftc.gov/privacy/privacyinitiatives/childrens_shp.html (last visited Mar. 21, 2008).

98

COPPA, 15 U.S.C. § 6505(a) (2000) (various other financial agencies have authority to enforce the provisions under subsequent subsections of § 6505).

99

Id. § 6504.

100

Id. § 6506.

101

Children’s Online Privacy Protection Rule, 64 Fed. Reg. 22750 (proposed Apr. 27, 1999) (to
be codified at 16 C.F.R. § 312).
102

Press Release, FTC, FTC to Hold Public Workshop on Appropriate Methods to Obtain
Parental Consent in Conjunction with Rulemaking on Children’s Online Privacy Protection
Act (June 23, 1999), http://www.ftc.gov/opa/1999/06/kidswork.htm.
103

Children’s Online Privacy Protection Rule, 16 C.F.R. § 312 (2008).
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Parental consent must be informed; the standard proposed by the
FTC was that notice must be reasonably designed based on available technology.104 Possible methods for providing notice included ‘‘sending the
notice by postal mail, sending the notice to the parent’s e-mail address, or
having the child print out a form to give to the parent.’’105
The proposed regulation pertaining to the method of parental consent, itself, was linked to the available technology, following the language in
COPPA. In developing the regulations more fully, the FTC took the position that it could not at that time adopt a particular technology and requested input regarding the ‘‘feasibility, costs and benefits’’ of different
technical methods.106 Possible methods noted by the commission included
a physically produced and mailed consent form signed and returned by
the parent (mail or fax), the use of a credit card transaction, a toll free
number for parents to call, and a digitally signed e-mail.107 At that point,
the commission also asked for comments about the use of e-mail for other
limited types of consent.108
A substantial number of comments focused on the potential for technology to assist businesses in obtaining parental consent; however, no clear
consensus emerged from this input.109 One group of commentators
agreed that the old-fashioned physical consent form was the most dependable and verifiable; the American Psychological Association (APA) advocated the use of this method based on a ‘‘particular concern’’ that
‘‘[c]hildren under the age of 13 do not have the developmental capacity
to understand the nature of the request for information that is being made
by a Web site and may, unknowingly, pass along information not intended
for distribution or collection by their parents.’’110 Although this method
would slow the process of obtaining consent, it would provide an oppor-

104

Children’s Online Privacy Protection Rule, 64 Fed. Reg. at 22753 (explaining proposed
rule § 312.4(2)(c)).
105

Id.
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Id. at 22756.
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Id.
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Id.
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See id. at 59888 & 59899 (Nov. 3, 1999) (to be codified at 16 C.F.R. § 312) (final rule).
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Letter from Jeff McIntyre, Legislative & Fed. Affairs Officer, Am. Psychological Ass’n., to
Donald S. Clark, Sec’y, FTC (June 11, 1999), http://www.ftc.gov/privacy/comments/apa.htm.
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tunity for parents to increase their involvement, providing an opportunity
to educate children about the online environment. Interestingly, the APA’s
comments recognized the potential burden of requiring a signed, physical,
writing for consent, but argued that this would provide an incentive for
business to develop ‘‘secure, affordable technology using digital signatures.’’111
The use of e-mail to obtain parental consent was seen by commentators as problematic. This method was identified as the easiest and least
costly for businesses, but was also recognized as having the greatest potential for abuse.112 Several commentators provided information that parents and children at that time used the same e-mail address and that easily
obtainable e-mail addresses would lead to falsification of consent by the
child.113 The use of a credit card transaction to identify the person as a
parent was viewed in a similar light; comments noted that not all parents
used credit cards, and one credit card company emphasized that credit
cards should not be used for identification.114
1. 2000 Temporary Final Rule
Adopting the final rule, the FTC stated the goals of ‘‘maintaining children’s access to the Internet, preserving the interactivity of the medium,
and minimizing the potential burdens of compliance on companies, parents, and children.’’115 It sought to balance these goals with the protection
of children online116 by making its final rule temporary, based on a ‘‘sliding scale’’ method of consent ‘‘until secure electronic methods [became]
more available and affordable.’’117
The final temporary rule adopted a standard for consent as follows:
An operator must make reasonable efforts to obtain verifiable parental consent, taking into consideration available technology. Any consent must be rea-
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sonably calculated, in light of available technology, to ensure that the person
providing consent is the child’s parent.118

The rule then specified the following methods to meet this standard:
a signed consent form that is mailed or faxed, use of a credit card in a
transaction, a toll-free number to be called by a parent that is staffed with
trained personnel, digital signature using public key cryptography, or an
e-mail utilizing a password or personal identification number (PIN).119
Importantly, the final rule also included a provision that allowed businesses to adopt a less rigorous standard until April 21, 2001. The less
stringent standard allowed the use of an e-mail consent method if (1) the
information collected is not shared with third parties, (2) the e-mail is accompanied by additional steps to determine the parent’s identity (specifically mentioned were an e-mail, mail, or telephone confirmation), and (3)
the parent is given notification that they may revoke previous consent.120
This method has come to be known as the ‘‘e-mail plus’’ method of
obtaining parental consent.121 While the methodology became known
as a ‘‘sliding scale,’’ the rule actually encompasses a two-tier standard,
based primarily on whether the information is shared externally. Noting
the number of technologies already identified in the comments, the
FTC believed that the sliding scale was only necessary in the short term,
as ‘‘with advances in technology, companies will soon be able to use more
reliable verifiable electronic methods in all of their transactions.’’122 In
the meantime, the sliding scale ‘‘[provided] operators with cost-effective
options until more reliable electronic methods [became] available
and affordable, while providing parents with the means to protect their
children.’’123
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2. 2001 Review
In 2001 the FTC undertook an empirical study of the privacy policies of
Web sites targeted to children124 and also requested comments to review
the temporary sliding scale for obtaining parental consent, soon slated to
expire. Although the study of Web sites focused on the privacy policies of
the sites, it also collected information about the use of parental consent
mechanisms referenced in the privacy policy. Of those sites that disclosed
their practices in the policy, the study found that half of the Web sites utilized the print and confirm procedure, and half used e-mails to parents.
Seventeen percent used telephone verification, and 31% used some other
method.125 The number of Web sites collecting personal information from
children dropped from 89% in 1998, to 72% in 2001.126
In response to its request for comments, the FTC received twentyone submissions concerning whether the sliding scale should be extended
or made permanent.127 Although the comments varied considerably, most
commentators stated the opinion that the sliding scale should be extended
because the predicted advance in available technology had not occurred.128 In contrast to the FTC’s optimistic assumptions two years earlier, comments described the technology as ‘‘nascent,’’129 warning that ‘‘no
widely and economically feasible verification technology even appears to
be on the near horizon.’’130
Slow acceptance and adoption of technology by consumers and parents was cited as one reason for the lack of progress toward a technical
solution to protecting children online.131 The Entertainment Software
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See FTC, PROTECTING CHILDREN’S PRIVACY UNDER COPPA: A SURVEY ON COMPLIANCE (2002),
available at http://www.ftc.gov/os/2002/04/coppasurvey.pdf [hereinafter FTC 2002 REPORT].
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Ratings Board, certified as a safe harbor, noted that they were open to
adopting more technically sophisticated measures such as digital signatures, but that ‘‘such mechanisms have been of limited utility since few
parents are familiar with the technology, and those few have found the
technology difficult to use. Thus, from a parent’s perspective, the use of
digital technology tools has been unattractive and impractical.’’132
Several commentators advised against extending the sliding scale, however, and one well-known trust organization warned that ‘‘[c]hoosing to extend the compliance date every two years because new technological solutions
have not been widely adopted, is likely to create a regulatory environment
that does not place pressure or give incentive to companies to invest and use
such systems.’’133 Other comments emphasized that the online environment
was no less dangerous for children than in the previous two years, and the
need to protect children was even more pressing, especially with regard to the
availability of public information in places such as chat rooms.134
In support of maintaining the flexibility of the sliding scale, especially
the e-mail-plus method, principals of Cyberangels, an online safety organization, said:
Parents have been slow to respond to requests for consent. From busy soccer
moms and dads to corporate workers and executives, parents have overwhelming demands on their time. The easier the consent process is, the better
the response rates will beFalways keeping in mind the need to have the consent ‘‘verified.’’135

The FTC temporarily extended the sliding scale for another three years,
until April 2005, noting that ‘‘[s]ecure electronic mechanisms and/or infomediary services for obtaining verifiable parental consent are not yet
widely available at a reasonable cost.’’136
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3. 2005 Review
In 2005 the FTC undertook a second review of COPPA rules and proposed
making the sliding scale rule permanent.137 Comments were solicited
about the availability of technical methods for obtaining parental consent in both a general review and specific sliding scale requests
for comments. Specific technologies mentioned included digital signatures, digital certificates, digital credentialing, P3P, and infomediaries.138
Twenty-five comments were submitted about COPPA in general, and
ninety-one comments were submitted specifically concerning the sliding
scale.139
The FTC distinguished between form-based and non-form comments in assessing the input. Forty-eight comments opposing consent by email were discounted, as the FTC explained that the rule did not allow
bare e-mail consent, but required the e-mail-plus method.140 The majority
of non-form comments favored retaining the sliding scale rule, with or
without some modification.141
The FTC once again noted the general concurrence that electronic
verification technology was neither widespread nor cost effective and that
the future of these technologies was unpredictable.142 The technologies
mentioned included digital signatures, public key infrastructure, P3P, and
infomediaries.143 Digital signature technology uses a mathematical formula to encrypt a message from a person that can only be decrypted with a
unique formula. Thus, one may be sure that the person who sends the
message, or in the case of COPPA the person who grants parental consent,
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is identified and the message is authentic. Public key infrastructure supports encryption; it is a method by which the mathematical scrambling
known as encryption may be matched with the person sending the message. P3P, or Platform for Privacy, is a system of privacy setting standards
that operationalizes privacy policies of participating Web sites into a format
that can be read by a computer automatically and compared with preferences set by a user; if the policy does not meet the privacy preferences set
by the user, then a notification message is displayed. An infomediary, as
used in this context, is an entity that serves the function of certifying
trustworthiness between two parties by acting as a middleman for the
negotiation of whether or not to share information.144 The conclusion
reached after reviewing these choices was that no single technology was
universally cost effective, available, and effective for obtaining parental
consent.145
One group of comments predicted that a permanent rule would actually promote the development of more secure methods of parental consent, as the temporary nature of the rule discouraged investment because
of regulatory uncertainty.146 Commentators generally agreed that the internal use of personal information by Web sites posed the least danger for
children and that less costly parental consent mechanisms for this type of
information collection and use served to preserve content for children on
the Internet.147 Furthermore, it was stated that the sliding scale responded
to the increased risk of public disclosure or sharing of children’s information by imposing more secure parental consent mechanisms for these
uses.148
Thus, in March 2006 the FTC retained the sliding scale for obtaining
parental consent, stating that, ‘‘[in]n light of the unpredictability of tech-
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nological advancement and the benefits of decreasing regulatory uncertainty, the Commission has determined to retain the sliding scale indefinitely while it continues to evaluate developments.’’149 In conclusion, the
FTC noted that it maintained the right to modify the rule in response to
future developments.150
4. 2007 Report
In February 2007 the FTC reported to Congress as required by COPPA
and concluded that the administrative rules provided a ‘‘workable system’’
for providing online privacy and safety to children.151 The report relied on
the 2006 comments and review, described earlier, but noted additional
future challenges.
First, the emergence and popularity of social networking sites was
noted as a particularly risky development, enabling child predators to
identify and contact children.152 The Xanga case prosecution was discussed in this light, and the FTC expressed the opinion that the significant
penalty imposed would act to guide other social networking sites to protect
children and deter them from making similar mistakes. As Xanga involved
children falsifying their ages to register and gain access to the Web site, it is
interesting that other sections of the report commented about the ease of
age falsification when low-technology methods are used. In contrast, the
Commission noted that ‘‘[c]ontinued concerns about children’s online
safety may prompt the more rapid development of age verification technology. The Commission will monitor closely any such developments, and
will update its business guidance accordingly if and when such technology
becomes more widespread.’’153
The report also identified the convergence of technologies as a future
area of concern. Growing access to the Internet by mobile devices will increase the difficulty for parents to supervise their children’s activities on-
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line.154 The FTC promised to monitor these developments. Lastly, the
FTC concluded that the ‘‘failure to develop more secure electronic mechanisms or infomediaries to verify parental consent poses an additional
technological challenge.’’155

V. IMPROVING THE EFFECTIVENESS
CONSENT IN COPPA

OF

PARENTAL

Parental consent is the lynchpin of COPPA; rather than adopt a draconian
law that prohibited information collection from children, Congress relied
upon a flexible approach to obtaining parental consent. Yet, the parental
consent formulation of the law has been criticized for being unrealistic,
costly,156 and more beneficial to businesses than to parents.157 Although
several studies subsequently reviewed Web site privacy policy compliance
with COPPA requirements,158 the important issue of parental consent
methodologies and effectiveness has not been similarly studied or analyzed. Instead, the FTC anticipated the evolution of a technological solution to more powerfully and effectively support this element of the law, a
means that never developed. The following sections review concerns and
challenges and describe a possible solution.
A. Initial Concerns Regarding Complexity and Evasion
Debate about the efficacy of COPPA arose soon after its adoption.159 Criticisms included the cost to businesses, the lack of parental ability to mon-
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itor, and the ease with which children could manipulate consent mechanisms.160 Dire consequences were predicted; Web sites would simply close
their online doors to children under age thirteen because it would be too
difficult to comply with the burdensome regulations and too expensive to
obtain parental consent.161 Amid the initial confusion, Disney announced
that it would bar children under age thirteen from its chat rooms.162 From
the consumer side, there was concern that the law primarily protected
businesses while giving parents, on behalf of their children, neither the
tools of control nor the power of enforcement.163 At this early date, at least
one commentator concluded that the parental consent measures were impractical, inadequate, and constitutionally suspect.164 In contrast, the emphasis on parental involvement led others to believe that the law could be
an effective legislative tool to protect children.165 A period of time after
COPPA’s effective date however, commentators continued to question
whether the consent methods were effective, restating concerns that children would be able to easily enter false ages to avoid restrictive Web sites
and that parental involvement was problematic because continuous monitoring was too onerous and burdensome.166
B. Current Environment in Light of COPPA
Clearly, Web sites have generally become more careful about collecting
information from children after the passage of COPPA. However, the failure to develop a robust technical means to protect children has thwarted

160
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the goal of COPPA regulations regarding parental consent. Children are
accessing the Internet more frequently and are visiting a wider variety of
Web sites, not all of which are directed at children. Therefore, those Web
sites may not employ strong methods of age verification. Businesses are
building on the fact that children can affect the purchasing decisions of their
family, and are increasingly offering child-oriented activities to general-audience Web sites. In addition, Web sites seem to have overcome their initial
misgivings about compliance and the regulatory burden, perhaps in light of
the potential commercial value of young consumers. Disney, having initially
decided to limit the offerings of its Web sites to children under age thirteen,
recently announced the launch of a new site that incorporates new interactivity and increased opportunities for personalization.167
In light of the trend for Web sites to become increasingly interactive
in order to attract young consumers, one might expect that parallel technologies to protect children and enable parents to control their online activities would also emerge. Such has not been the case. Today, Web sites
may have learned from the Xanga case that they should not allow a visitor
to go back and reenter a different age, thereby bypassing the verification
process, but they have taken few steps beyond the simple use of cookies to
prevent this practice. The technical sophistication of children continues to
trump these basic techniques,168 as the basic knowledge of how to clear the
cache will allow a child under age thirteen to circumvent the age falsification preventive method of using cookies.
While children become more adept technically, parents seem to fall
behind.169 They are uncomfortable with even basic technical measures,
such as using the history browser button to see which sites their child has
visited. Parents most often use nontechnical means to monitor their child’s
Internet usage, such as placing the computer in a common room in the
house. Parents are almost completely unaware of the four self-regulatory
(safe harbor) programs approved by the FTC. There is little indication that
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the self-regulatory programs can create any trust by parents who are unaware of their existence.170 The goal of parental involvement is therefore
unassisted by technology or self-regulatory groups. Lastly, parents have no
mechanism to individually enforce any deficiencies by Web sites that they
might discover. Although the FTC has sought enforcement against highprofile and serious violators, it has limited resources, and has brought only
eleven cases in seven years.171
If COPPA is to protect children online by means of parental involvement, then new tools are needed to assist them, technical methods that will
empower parents to assert control over Web site practices, and even their
own, technically sophisticated children. The regulations anticipated this
technical development, and it is essential that these tools develop if COPPA
is to become truly effective in protecting children in today’s online environment.

C. Conceptualizing Parental Verification and Consent
Conceptualizing the implementation of parental consent is an important
step toward determining how to increase the effectiveness of COPPA regulations in order to meet the goal of protecting children online. The operation of Web sites today, under COPPA, can be expressed by the
illustration in Figure 1, showing that the Web site and the child are the
primary parties in direct communication.
As the illustration shows, the Web site is responsible for obtaining
consent from the parent. The means of obtaining parental consent puts the
Web site in the middle of the process, between the parent and the child,
quite different from the original intent under COPPA that anticipated that
the involvement of the parent with the child would act as an educational
and monitoring function. Figure 1 also shows that the Web site is in charge
of the communications. The parent could communicate with the Web site
and grant or deny consent and the child may never be directly involved
with the parent. Of course, the parent will know of the child’s interest and
will have the opportunity to discuss the decision and the online activities
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Figure 1. Present Consent Mechanism

with the child later. And, as the Xanga case shows, if COPPA compliance
fails, the parent will be unaware of the violation and unable to provide a
buffer between the Web site and the child to prevent the information collection.
However, consider the rearrangement of the process shown in Figure
2, which would change the dynamics of the interaction between child,
parent, and Web site.
Obviously, if the parent could be involved with the transaction
between the child and the Web site, providing a mature and protective influence, then it would satisfy the intent of COPPA and provide
protection for the child. The reality is however, that parents cannot
always be present, mediating every Web interaction, when their child is
online.
If technology could provide a means for mediation, it could act as an
automatic predetermined proxy for the mature decision making of the
parent regarding information collection.
The conceptual illustration shown in Figure 3 proposes that it would
be possible for technology to allow a parent to control the child’s ability to
share information by software installed on the computer, blocking access to
the Web site unless the Web site meets the requirements preset by the
parent. If the child wishes to access the site, then he/she will need to ask the
parent to unblock the site, thereby instigating the communication between
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Website

Parent

Child

Figure 2. Parental-Mediated Consent

parent and child about online activities. The heavier arrow between the
Web site and the computer indicates that the information collected by the
Web site is only that allowed by the parent, and the Web site collects no
information directly from the child.172

172
The technology of P3P is a related example of this concept; however, it does not include
exchange of specific, user-generated information between the user and the Web site in the
transaction. The weakness of P3P is that it does not account for the necessary authentication
and security when information may be exchanged on an open network. For a basic description
of P3P, see Mary Anne Patton & Audun Josan, Technologies for Trust in Electronic Commerce, 4
ELEC. COM. RES. 9, 12–13 (2004).
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Figure 3. Technology-Aided Consent
D. A New Technical Concept: POCKET
POCKET is a proof-of-concept173 system we developed that would allow
for the implementation of the concept described above in a more sophisticated and robust manner. POCKET is a technical solution to obtaining
parental consent. In the following section, the system is described briefly,
in a nontechnical manner, to show how it would meet the conceptual needs
of COPPA, obtain parental consent, and protect children. The benefit of
the POCKET system is that it puts control back in the hands of the parent,
making the parent the focal point of child protection, as originally envisioned in COPPA.

173
A proof of concept is not a fully developed product; it functions in the lab environment to
show that it is technically possible to achieve the result.
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POCKET is composed of two parts, the parent/child side and the Web
site side, and consists of two stages, the registration stage and transaction
stage. In the registration stage the parent must first obtain and install the
software on the home computer that is used by the child. The software will
work through the browser on the home computer to implement the system. When the parent obtains the software he or she must provide identification and register, creating a password that will be used in any future
interactions. The merchant installs similar POCKET software, thereby allowing automatic communication between the two parties (by computer
interactions). During the registration process, the parent enters specific
choices about what information about the child may be collected
and whether the information may be shared. The Web site also specifies
its information collection and sharing practices during its registration
process.
In the transaction phase, when a child visits a Web site, the parent/
child POCKET software interacts automatically and transparently with the
merchant POCKET software, identifying that there is a user under the age
of thirteen174 and implementing preset instructions about what personally
identifiable information, if any, can be given to the Web site and whether
the information can be shared. If the Web site requests information
through POCKET that does not match the choices made by the parent
on behalf of the child, then POCKET automatically blocks the Web site. If
the Web site collection and parent preferences match, then POCKET automatically transfers the child’s information from the child’s computer to
the Web site. A log is kept on the parent/child’s computer so that the parent
can check at any point in time to determine where the child has visited and
what information has been shared. The system is illustrated conceptually
in Figure 4.
174
In addition, POCKET also addresses the issue of security and trustworthiness between the
parent/child and Web site computers. POCKET incorporates transparent authentication protocols so that the Web site can be assured that the information that is transferred from the
child’s computer is authentic and secure. As the parent/child’s computer transfers information
to the Web site, the POCKET system acts as the trusted third party, the certificate authority, to
incorporate a digital signature based on public key encryption to identify the sender. This is
important because the Internet, being a public and open architecture, is not a secure environment. Others may intercept and change the communication, potentially attacking the Web
site and endangering the child’s information, unless security measures are taken. The use of a
‘‘ticket,’’ the combination of the digital signature attached to the message, is a process that
ensures the integrity of the message and provides for nonrepudiation. Importantly, the use of
the ticket is automated and requires no additional action by the parent.

2008 / POCKET Protection

POCKET

449

Website

Computer Tech
Parent

Child

Figure 4. Robust POCKET-Aided Consent

As noted by the FTC, falsification of age by children is a problem that
needs attention. Although the conceptual POCKET system does not address the issue directly, it is an example of an effective approach. Because
the child’s computer queries the Web site with POCKET, it indirectly communicates that a child under the age of thirteen is seeking to visit that site.
Thus, the thorny problem of how to prevent a child from circumventing
age verification procedures is solved by giving parents a method for signaling that the Web site visitor is a young child. POCKET’s password system prevents the child from circumventing the technology of control.175
Lastly, identification of a parent, for purposes of consent, is important. Although POCKET does not incorporate a particular form of identification technology, it is designed to utilize a more secure method of
identification upon the parent’s registration. The present methods used by
175
Many Web sites use cookies to prevent the child from reentering a site and trying to register
at an older age. Children are adept at knowing how to clear the cookies file and circumventing
this basic technology. Similarly, sometimes the age identification process can be fooled by
simply reloading the Web page.
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most Web sites are rather simplistic and do not rely on sophisticated methods of identification. In fact, it would be cost prohibitive to require these
methods of identification for every time a child visited each individual Web
site. POCKET allows for a more sophisticated method of identification to
be used once, when the parent registers, and from that time forward the
parent’s choices are implemented by the software. Future changes are instituted only with the parent’s password. No individual Web site is required
to obtain direct parental identification. This accomplishes two goals: it implements a more secure parental consent mechanism and it is cost efficient
for the Web site.
POCKET helps a parent to limit information sharing by a child by
automating the decision and consent process. It gives a parent a way to be
technically present when he or she is unable to be physically present. In
sum, this proof of concept shows that presently available technology can be
implemented to achieve a strong parental consent mechanism and to protect children.

E. Possible Approaches to Strengthening COPPA
The history of the adoption of COPPA, and the subsequent regulatory review of parental consent mechanisms, contains evidence of compromise
and a deference to market mechanisms. From the beginning, the Senate
cosponsor of the bill described the process as ‘‘consensus’’ building and
noted the ‘‘participation of the marketing and online industries, the Federal Trade Commission, privacy groups, and First Amendment organizations.’’176 The consensus led to the first constitutional privacy protection
law for children online, and to changes in Web site operation that gave
notice to parents and limited information collection from children. These
accomplishments are significant and should not be minimized. Subsequent
years without progress toward a technical solution for protecting children,
however, reveal the inherent weakness in COPPA’s lack of standards. Senator Bryan unsuccessfully proposed privacy legislation at the same time as
COPPA, describing the approach: ‘‘[If] technological tools don’t exist, or
where a particular industry refuses to embrace this code . . . then the gov-

176
See 144 Cong. Rec. S12741-04 (1998) (remarks of Sen. Bryan introducing the Senate
version of the bill).
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ernment is obliged to step in and reinforce protection of privacy rights.’’177
The POCKET proof of concept shows that presently available technology
exists to help parents protect their children’s personal information, however, market incentives to implement technology improvements are lacking. As we approach a decade of study, legislation, and regulations to
protect children’s privacy, it may be time to address these technical failures
with renewed regulatory guidance.
The FTC applies a test of reasonableness to whether a technical system should be required for obtaining parental consent; in order to be required, the system must be widely available and cost efficient.178 If the FTC
continues to rely only on the private sector to develop technology that
meets this test, it is unlikely that there will be progress toward a technical
solution, in part because there is no incentive for businesses to develop a
technology while the FTC continues to accept the minimalist sliding-scale
approach. Under the present regulatory regime, only FTC enforcement
actions provide an incentive for businesses to develop a more sophisticated
technical means of compliance. While businesses incur an economic risk by
violating the regulations, as illustrated by the $1 million fine against Xanga,
the risk is minimized because the FTC has limited resources to monitor Web
sites for compliance, and parents have no individual right of action for a
violation of the law. The Xanga site violations, although eventually uncovered, occurred over a five-year period. This case of delayed discovery illustrates that enforcement is significantly limited, and therefore, consequently,
the incentive for business to adopt new technology is weak.179
The FTC should consider multiple, additional methods for spurring
the adoption of technology to protect children online. Regulations that
utilize technology to protect consumers, or gain efficiency, already exist in
177
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Standardized technology would likely require a ‘‘massive educational effort . . . [and would
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It is worth considering whether parents, with a natural incentive to protect their children,
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the change necessary for technical solutions. In fact, the potential adoptability of any technology will depend on an interface that is very easy for parents to use. See Crossler, supra note
169.
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other technology-related areas. The FTC’s do-not-call registry for phone
solicitations is a successful example of a governmental, centrally operated
solution. The majority of citizens have chosen to opt out of telephone solicitations180 by joining a list that is maintained by the FTC.181 A business
must register with the National Do Not Call Registry, pay fees based on the
number of area codes used, and download a list of telephone numbers
from which it may not solicit by phone.182 The business is free internally to
choose the technology that will work best with the opt-out list. Other examples of government-supported technical solutions abound. Television
broadcasters are required to provide closed captioning in order to provide
access to viewers who are deaf.183 In a more complex environment, individuals and businesses may file electronically with the Internal Revenue
Service (IRS), through a system known as the Electronic Federal Tax Payment System.184 The system for participating in the electronic filing is free
and made available by the U.S. Treasury. More options for electronic payment are available through commercial software that may have additional
enterprise benefits, but that software must meet technical standards established by the IRS.185
The FTC could make parental consent technology freely available or,
in the example of POCKET, operate the server necessary for the process
and allowing the business to design technology that will work best internally. Similarly, one or more safe harbor programs could also provide this
service. However, the safe harbors do not have the same recognition by the
public as the FTC, nor do they have the established consumer trust that
made the FTC do-not-call regulation effective. The safe harbor programs
do, however, have connections with children’s Web sites and accountability
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See Jay P. Kesan & Rajiv C. Shah, Setting Software Defaults: Perspectives from Law, Computer
Science and Behavioral Economics, 82 NOTRE DAME L. REV. 583, 612 (2006).
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The FTC list can be found at the National Do Not Call Registry, available at https://
telemarketing.donotcall.gov (last visited Mar. 27, 2008).
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The process is described on the ‘‘Create a Profile’’ page of the National Do Not Call Registry, https://telemarketing.donotcall.gov/profile/create.aspx (last visited Mar. 27, 2008).
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mechanisms. A combination of FTC sponsorship or standard setting, and
safe harbor requirements for business members, could prove to be the
most effective and cost-efficient approach.

VI. CONCLUSION
Children are online at an increasingly young age, and they are subject to
increasing dangers because of the evolving online environment of interactivity and social networking. MySpace exceeded the page views of Google and eBay years ago, and the AMA advises doctors to warn parents
about potential Internet dangers.186 Although the Internet brings rich
content to children and expands their horizons, at the same time it also
creates dangers and risks to their privacy and well-being. For the better
part of a decade, the FTC championed the protection of children’s privacy
online. The FTC predicted since its COPPA regulations in 2000 that technology would provide the answer to protecting children online, yet no
technology solution emerged. Clearly, Internet and communications technology have progressed rapidly and significantly in over seven years, yet
protection of children’s privacy seems to have been left behind. The goals
of COPPA, to encourage the participation of parents in the online activities
and decisions of their children and to facilitate the method of obtaining
verifiable parental consent, can be accomplished with the aid of presently
available technology, as illustrated by the POCKET proof of concept.
POCKET shows that technology can empower parents to protect their
children, yet incentives are lacking for businesses to develop similar, commercially available technology. Revised regulations could provide the incentives needed to spur the market to develop technology to protect
children, technology that seemed so near when COPPA was initially
adopted. Millions of children are online every day; protecting the richness of that experience while providing for the safety of their interaction is
a parental goal that should be supported by the intersection of effective
regulation and available technology.
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a b s t r a c t
Privacy concern has been identiﬁed as a major factor hindering the growth of e-business. Recently, various
privacy-enhancing tools (PETs) have been proposed to protect the online privacy of Internet users. However,
most of these PETs have been designed using an ad hoc approach rather than a systematic design. In this
paper, we present an exploratory investigation of an end-use PET using a Value Sensitive Design approach.
We propose an integrated design of a Privacy Enhancing Support System (PESS) with three proposed tools,
namely privacy-enhancing search feature (PESearch), privacy-enhancing control for personal data
(PEControl), and privacy-enhancing review for sharing the ratings and reviews of websites' privacy practices
(PEReview). This system could enhance the interactivity of Internet users' privacy experiences, increase
users' control perceptions over their personal information, and reduce their privacy concerns. An empirical
evaluation of PESearch, PEControl, and PEReview revealed that novices felt the most important aspect of
the tools for downloading and usage intentions was its usefulness; most experts felt the tool met the design
principles as speciﬁed.
© 2012 Elsevier B.V. All rights reserved.

1. Introduction
As Internet-based tracking and proﬁling technologies increasingly
expand the ability for e-commerce vendors to collect, store, process
and exploit personal data, privacy concern has been identiﬁed as a
major factor hindering the growth of e-commerce [32]. Indeed, a
Pew Internet Project survey found that 85% of adults believed it was
“very important” for them to control access to their personal information [35]. The concerns center on the conﬁdentiality of accumulated
consumer personal information and potential risks that consumers
experience over the possible breach of conﬁdentiality [5].
The need to protect privacy has led to many initiatives, some
behavioral and some technical. Behavioral initiatives generally include providing assurances through privacy seals [24], government
regulations [58], or addressing individuals' concerns for information
privacy, which have been shown to affect trust [36]. While these approaches to protecting privacy are interesting, this paper focuses on
an IT artifact that provides one technical solution to the online privacy issue. This approach is in line with a recent review of the privacy
literature that highlights the need for more design research in the information privacy domain [5].

Technical approaches to protect privacy result in the development
and implementation of Privacy-Enhancing Tools (PETs). 3 Implementation of PETs into the design of e-commerce applications at the earliest stages offers some promise in attempts to maximize the
potential of e-business. Researchers suggest that PETs would play an
important role in protecting online privacy, particularly because of
their ability to cross country, regulatory, and business boundaries
[60]. However, among many studies designing PETs in various contexts, few systematic attempts have been made to provide an integrated framework on the design of PETs. In response to the recent
call of Privacy by Design is Essential [20], this study is intended to systematically develop a near-complete decision support system for
privacy protection called the Privacy Enhancing Support System
(PESS) using a Value Sensitive Design approach. Implemented at the
web browser level, PESS evaluates a website's privacy practices
using three tools, i.e., a privacy-enhancing control tool for controlling
user personal data (PEControl), a privacy-enhancing search feature
(PESearch), and a privacy-enhancing review tool for sharing user ratings and reviews on vendors' privacy practices (PEReview). The three
privacy-enhancing tools were integrated into one end-user application and embedded into browsers to provide decision support for pri-
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When examining PETs, it is important to realize that the spectrum of systems and
techniques mentioned above cover two extremes of control over PETs, with enterpriselevel customer information protection at one end [27,28,70] and individual PETs at the
other end [7,10,21,29,39,64]. Because it has been found that end-user PETs help reduce
consumers’ privacy concerns and increase consumer trust on vendors [23], we focus in
this study on the design of individual PETs from the end-user perspective.
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vacy decisions and evaluations. Following Design Science guidelines
[22,37], upon implementing the PESS prototype, we conducted an
empirical evaluation using a qualitative research approach.
This study is novel to the extent that existing security and privacy
research in the information systems (IS) ﬁeld has not systematically
examined the Privacy-by-Design issues. Drawing on a Value Sensitive
Design perspective, our integrated design of PETs presented in this
paper offers new insights to evaluate privacy protections by users.
The results should be of interest to e-business researchers and practitioners alike, as well as privacy advocates, and regulatory bodies.
2. Literature Review
According to a Pew Research Center study [35], individuals are
becoming more concerned with their presence online, but less than
3% of individuals are actively protecting their online presence. Studies
regularly show that many factors affect an individual's concerns for
information privacy [67], which ultimately affect their willingness to
participate in transactions or share information online [32,68]. In
response to privacy threats, researchers and practitioners have
explored various behavioral and technological approaches for privacy
protection at different levels.
In tackling security attacks and privacy threats, both web service
providers and web browser vendors have made signiﬁcant efforts
[53]. As a communication doorway to the Internet for users, a web
browser plays a critical role in mediating interaction between
end-users and web pages. This crucial position of the web browser
facilitates its role in informing and warning end-users of security
and privacy risks directly. In addition, the market of the web browser
is relatively centralized – Internet Explorer (IE) and Firefox account
for more than 80% of the market [62]. Such concentrated market
helps push and deploy standardized web security and privacy interfaces and features [55]. However, based on our literature review, we
ﬁnd that the context of web browsing systems is still under development in the ﬁeld of IS research. We believe that gaining an understanding of privacy protection approaches in this context is
particularly important because it contains features with which
end-users would interact in everyday use. Consequently, we unfold
our discussion of prior studies encompassing privacy protection features by two levels: i) websites, and ii) web browsers.
2.1. Privacy-enhancing features at the web server level
Privacy policies describe an organization's privacy-related practices, which provide an explanation and claim of the organization
on when and what to collect, and how personal information will be
used and stored. In the privacy literature, the effect of the availability
of a privacy policy on fostering consumers' information disclosure
appears inconsistent. On one hand, it has been suggested that the
presence of a privacy policy effectively enhances consumers' perceptions of procedural fairness and thus increases their intention to
transact online or disclose personal information [13,44]. On the
other hand, other studies identify various problems of privacy policies. As Antón et al. [3] pointed out, most privacy policies lack readability and are hard to understand, and they differ greatly from site
to site due to the lack of industrial standards. Further, users may not
be willing to spend time reading the privacy policies of websites.
Even when end-users would read a privacy policy, they have no
means to identify the inconsistency between the privacy policy and
the website's real privacy practices [26,48].
The Platform for Privacy Preferences (P3P) created by the World
Wide Web Consortium was developed to create a machine readable,
common vocabulary for identifying privacy practices [10]. P3P allows
users to setup a set of privacy preferences that are then compared
with a website's privacy policy and provides feedback to the user
that allows them to make better decisions on what type of personal

425

information to release [8,49]. However, a technical report prepared
for the FTC studying the use of P3P found that, in general, the error
rate for P3P implementation was unacceptably high, many policies
were out of date, and that “it may be necessary to explore the possibilities of third-party P3P policy certiﬁcation, auditing, or other measures to ensure that P3P policies are trustworthy” [11].
Privacy seals are programs that businesses can participate in to
show their commitment to security (e.g., Verisign), trustworthiness
(e.g., webtrust.org), or privacy (e.g., TRUSTe). Once joining the program, the business is allowed to post the third-party “seal” claiming
their membership and participation. Privacy seals are usually displayed on websites to help both consumers click with conﬁdence
and online companies to promote their privacy policies online [52].
The availability of a privacy seal has been found to positively associate
with a consumer's trust belief in a website [51], leading to more
favorable perception toward the website's privacy policy [45]. However, a number of privacy studies revealed insufﬁcient consumer
trust toward third-party privacy seals. For example, in a study [45]
reviewing 60 high-trafﬁc websites, Miyazaki and Krishnamurthy
found no support for the proposition that a ﬁrm's participation in a
seal program is a positive indicator of better privacy practices (Larose
and Rifon [30] and Bélanger et al. [6] had similar ﬁndings).
2.2. Privacy-enhancing tools at the web browser level
Security toolbars [64], active and passive warnings provided by the
web browser [16] and Extended Validation (EV) certiﬁcates [54] are
privacy and security indicators provided by web browsers. These
features usually indicate an encrypted connection to a particular
website, through various cues such as the https preﬁx in a URL and
the padlock icon in the browser chrome. A number of studies have examined effectiveness of these web browser indicators on promoting
end-users' privacy and security awareness. For example, Whalen &
Inkpen [63] collected eye-tracking data to study users' attention
paid to browser cues. Results from this study indicate that the padlock is commonly viewed without interaction. Moreover, Sobey et
al. [54] explored user reactions to EV certiﬁcate indicators and their
eye-tracking data showed that all users did not notice the design of
EV certiﬁcate in Firefox.
Net Trust [21], designed as a toolbar for web browsers, is a trust
evaluation system that helps users evaluate whether a website is
trustworthy by combining their own trusted sources of information
with the trusted sources of information provided by their social network. A recommendation on the trustworthiness of a website is
then made to them based on the results of their social networks' ratings. However, the design of Net Trust focused on the exchange of
post-use experiences, which failed to empower users with control
of their privacy during an interaction with a website.
A number of privacy control features (e.g., privacy controls, cookie
controls, and object controls) have been implemented at the browser
level by most web browsers. For example, the four major browsers
(Internet Explorer, Firefox, Chrome and Safari) recently added private
browsing modes to their user interfaces. This feature assures that
sites visited while browsing in private mode should leave no trace
on users' computers. Aggarwal et al. [1] conducted a study to evaluate
the effectiveness of these privacy control features including numerous add-ons (e.g., CookieSafe for cookie controls in Firefox, and
AdBlock Plus for banner advertisements in Firefox). They pointed
out that ﬂaws and vulnerabilities exist in terms of how these
browsers and add-ons approach protecting privacy and concluded
that browsers sometimes leak information when in private mode.
Recently, Microsoft introduced in Internet Explorer 9 a customizable Tracking Protection List (TPL) feature for privacy protection
[38,39]. TPLs are lists of domains, subdomains, speciﬁc urls, and/or
speciﬁc ﬁles that are created by privacy advocates or user communities, which support both Block lists and Allow lists. A domain in an

426

H. Xu et al. / Decision Support Systems 54 (2012) 424–433

Allow TPL means that it can be visited from anywhere. For a domain in
a Block TPL, the browser will only allow visits to that domain if a user
speciﬁcally clicks on a link, or from that domain itself. That is to say,
no third-party visits will be allowed to that speciﬁc domain, which
will block third-party tracking from that domain. However, TPL is
an opt-in feature and these lists will not be included and maintained
by the browser but users have to create their own lists or download
ready-made ones from privacy advocates such as TRUSTe [59] or
PrivacyChoice [47]. Such an opt-in approach may be problematic because it shifts the responsibilities to average users. Since users usually
regard their online activities as primary tasks (e.g. web browsing,
checking email, online shopping, and online banking), privacy tasks
such as maintaining the TPL list are not supposed to be so obtrusive
that users may feel annoyed or overly-burdened by them.
At a more basic level, browsers provide the ability to specify the
level of privacy a user wants to use from low to high. The privacy setting level will determine how much information is released through
cookies. If the level is set too high, then it can prevent some webpages
from displaying properly [40]. If it is set too low, then it allows private
information to be unknowingly released to websites.
2.3. Summary
As discussed above, earlier studies on current privacy-enhancing
features reveal that there exist three limitations in the literature.
First, most privacy-enhancing features at the web site level cannot
help users evaluate whether a particular site implements its privacy
policy as it claims [3,11,17,26,48]. However, we believe that
privacy-enhancing features at the web browser level could address
this issue. For example, Net Trust [21] can verify the site's privacy
practices to some extent because it allows users to review (by both
numbered rating and comments) the interaction experience with a
particular website, and share the reviews with other users via a linked
social network. User reviews, therefore, could become one reliable
source for peers to make inferences about the trustworthiness of a
vendor. Second, most PETs at the browser level do not allow users
to view their transaction histories (e.g. at websites such as ebay.com
and amazon.com), to set the length of a log period kept by a particular
vendor, or to check those third parties which have access to the user
history logs [1,40]. Third, current PETs at the browser level have been
designed using an ad hoc approach, and few systematic attempts
have been made to provide an integrated design of PETs. Therefore,
there is a lack of an integrated solution that can provide an
easy-to-use system with various PETs. To address these limitations,
we adopt a systematic approach to design the PESS system using
the Value Sensitive Design approach.
3. Privacy-Enhancing Support System (PESS)
3.1. Value Sensitive Design
Value Sensitive Design (VSD) is an approach to the design of information systems that accounts for human values throughout the
design process [18,19]. Example work in VSD includes security features of web browsers [43], groupware systems to support knowledge sharing [42], and kids' online safety protection [14,66]. We
adopted a VSD approach for this study because this approach particularly emphasized values with moral import such as privacy and
trust. VSD adopts a tripartite approach by iterating on three types of
investigations: conceptual, empirical, and technical investigations
[18,19]. Central to its tripartite methodology [18,19], conceptual investigations comprise theoretically informed analyses of constructs
and issues under investigation; technical investigations focus on the
features, architecture and infrastructure of the technology under
examination and development; and empirical investigations focus

on the actual or potential users' responses to the technical artifact
and contexts-of-use.
In this study, we present the design of our Privacy-Enhancing Support System (PESS), which followed the steps recommended in the
VSD approach. The ﬁrst phase of the VSD approach is a conceptual investigation of the concepts of interest. The second phase includes a
technical investigation of PETs for web browsers, followed by the empirical investigation of the user responses to the designed prototype.
3.2. Phase I: conceptual investigation of end-user PETs
One very important perspective views privacy to be related to the
control of personal information. A number of privacy theorists have
put emphasis on the concept of control when deﬁning privacy. For
example, Stone et al. [57] viewed privacy as the ability of the individual to control personal information about one's self. This control perspective of privacy is also found in prior privacy studies, which
posited that loss of control over disclosure and use of personal information is central to the notion of invasion of privacy [15]. Previous
privacy research has revealed that individuals will have lower levels
of privacy concerns when they have a greater sense that they can control the disclosure and subsequent use of their personal information
[12,13,65]. Therefore, it seems that incorporating the notion of control
into the design of the end-user PETs is the key to alleviate users' privacy concerns.
Drawing from the extant IS literature on security and psychological control theories, two theories related to control are applicable in
the context of this research: the technology threat avoidance theory
[33] and Yamaguchi's control agency theory [69]. The technology
threat avoidance theory [33] suggests that, after users become
aware of a threat (e.g., privacy breach), they would assess the degree
to which the threat can be avoided by adopting technological safeguards. An important assessment that users need to make in this process is to determine how much control they have over the speciﬁc
threat or how avoidable the threat can be [33]. A user's perception
that adopting a privacy safeguard mechanism (e.g., PESS) will help
protect online privacy enhances his or her motivation to cope with
the threat. This theoretical approach provides justiﬁcation for the expectation that the PESS developed in this research can motivate users
to protect their online privacy.
Yamaguchi's control agency theory [69] posits that there are three
types of controls based on three types of control agents: 1) personal
control, in which oneself acts as the control agent, 2) proxy control,
in which powerful others act as the control agent, and 3) collective
control, in which the collective acts as the control agent. Following
Yamaguchi's control agency theory [69], we propose three design
principles, which serve as the design guidelines to empower different
types of privacy control in the PESS.
People who value autonomy would prefer exercising direct
personal control as they “would especially feel themselves more
self-efﬁcacious when their agency is made explicit (p.226)” [69]. For
this type of control, users act as control agents to exercise direct personal control over when and how their personal information is
released for use by a website [65]. Thus, we propose:
▪ Design Principle #1: Privacy-enhancing tools should be designed to
empower users with personal control where users themselves act
as the control agents to directly control over when and where
their personal information is released for use during the conduct
of online transactions at a speciﬁc website.
However, when the employment of personal control is neither
obtainable nor encouraged, individuals might well give up their direct
control preferences and seek “security in proxy control (p.142)” [4].
Proxy control is deﬁned as an attempt to align oneself with a powerful
force in order to gain control through powerful others [69]. When
users perceive that they lack the necessary skills, resources and
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power to directly control their personal information disclosed for
online transactions, they may reform their decisions by considering
the availability of powerful others (e.g., TRUSTe) who can act on
behalf of them to protect their online privacy [65]. Hence, the design
of privacy-enhancing tools should easily indicate the availability of
users' proxy control – whether the structure like TRUSTe is in place
to assure that the online transaction environment is safe and secure.
▪ Design Principle #2: Privacy-enhancing tools should be designed to
indicate the availability of proxy control where powerful forces
(e.g., industry self-regulators such as TRUSTe) act as the control
agents for users to exercise proxy control over their personal
information.
The third type of control is collective control in which an individual
attempts to control the environment as a member of a group or collective [69]. As demonstrated by the Net Trust [21], user reviews
shared via a linked social network could become one reliable source
for peers to make inferences about the trustworthiness of a website
in terms of its privacy practices. Therefore, we propose:
▪ Design Principle #3: Privacy-enhancing tools should be designed to
empower users with collective control where users act as a member of a group to exercise collective control over their personal
information.
3.3. Phase II: technical investigation of end-user PETs
Following the philosophy of Value Sensitive Design, the above
conceptual investigations can now be employed to help structure
the ﬁrst iteration of a technical investigation. Speciﬁcally, we
designed three privacy-enhancing tools to empower users with personal control, proxy control and collective control over their personal
information. Collectively, we use PE*tools to refer to the three
privacy-enhancing tools – PEControl, PESearch and PEReview.
3.3.1. Design of PEControl
Following design principle #1, we designed a tool named
PEControl to empower users with direct personal control over their
personal information. PEControl has the following design features:
1. Genericity. We designed the instrument of privacy control as Web
services [2] running at a vendor's web server. These services receive and process user requests for privacy control. Results of request processing are then sent back to requestors. Vendors
publish these services using Web Service Description Language
(WSDL) [61]. Whenever users visit an online vendor, the
client-end of the tool – PEControl agent retrieves and interprets
the vendor's WSDL ﬁle and dynamically builds a user-interface
for privacy control at this website. The PEControl Agent subsequently interacts with users, sends user control request to the
vendor's web services and displays service responses to the user.
The use of WSDL allows vendors to dynamically add, modify or remove privacy control mechanisms that are implemented as Web
services compliant to the WSDL protocols.
2. Progressive conﬁguration. The PEControl agent allows privacy control settings to be conﬁgured in a progressive manner. It is
designed as a plug-in to a Web browser, enabling users to check
or change privacy settings without leaving the current session
with the vendor. Thus, inexperienced users can use the PEControl
agent to preview the effect of changes to their privacy settings
without actually setting them during a single visit to a website.
Gradually, they get familiar with the system, understand their privacy needs, and increasingly ﬁne-tune their privacy settings. With
increasing experience with the tool, the vendors, and overall
browsing, users can become more adept at selecting the proper
privacy preferences for themselves.
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3. Coarse-grained and ﬁne-grained control. To avoid demanding a fair
amount of user effort on the privacy option settings, the PEControl
Agent is designed to provide three top-level control features:
a) Minimum data release, which will request the vendor to turn off
all unnecessary data collection and to shorten the data-keeping
period to the minimum necessary for the current session; data
sharing with third parties will not be allowed under the request
of minimum data release;
b) Restore to vendor-default privacy settings; and
c) Maximum data release.
In addition to these coarse-grained controls, the PEControl agent
also provides detailed conﬁgurations for privacy settings. More implementation details will be discussed in Section 3.3.4.
3.3.2. Design of PESearch
Following design principle #2, PESearch is designed to utilize a
proxy to provide a user with information about a website's privacy
practices prior to the user's visit. PESearch maintains a store of online
vendors' ratings of privacy practice and employs web crawlers [9] to
update the store frequently. PESearch has the following unique design features:
1. Providing search pointers to multiple information sources. PESearch
not only uses a vendor's privacy policy as one information source;
it also looks for third-party trust seals (e.g., TRUSTe) and user ratings on the vendor's privacy practices. These sources of information are used to calculate a website's aggregated privacy rating,
which is then used to rank search results. Besides searching over
the multiple information sources, the display of search results
also provides privacy indicators for individual information source.
Users could learn from these individual privacy indicators about a
vendor's privacy practices.
2. Verifying information source when possible. Users should be provided with veriﬁable guarantees [25]. PESearch veriﬁes third-party
privacy or trust seals stated in a vendor's privacy policy by automatically checking the validity of the seal through the website of
the seal-granting organization. Placing invalid or expired privacy
seals will cause PESearch to give a Red Alert privacy indicator on
the search result page. Moreover, PESearch employs some heuristics to detect the vendor's potential opportunistic behaviors. For
example, when PESearch ﬁnds a website's P3P privacy policy has
no dispute mediation clause, a Red Alert privacy indicator will be
displayed for this website.
Moreover, users' prior privacy related knowledge and prior online
privacy experience are also considered in the design of PESearch. Inexperienced users might simply want the PESearch to search by online
vendors' privacy practices without providing any privacy preferences,
because preferences are hard to get right at a time when users ﬁrst
use a system [23,34]. In contrast, experienced users might want to
search with certain privacy preferences. Based on these design considerations, PESearch is designed to work in three modes: 1) simple
search mode, in which privacy rating is used to re-order search
results, and no user preference is required; 2) advanced and speedy
search mode, in which users can search online vendors against a
pre-deﬁned privacy preference; and 3) advanced search mode in
which users can fully customize privacy preferences used for search.
3.3.3. Design of PEReview
Following design principle #3, PEReview is designed to empower
users with collective control where they act as a member of a group
to collectively control their personal information. Similar to Net
Trust, PEReview “embeds social context in web-based trust decisions
by combining individual histories, social networks, and explicit ratings (p.1)” [21]. PEReview inherits Net Trust's merit of avoiding the
risk of a vendor's opportunistic behaviors in the trust-decision
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process. Users' trusted sources of information (e.g., friends' feedback)
are used to evaluate the trustworthiness of a vendor. PEReview extends Net Trust with the following two additional design values:
1. Capturing user reviews in user-searchable formats. In PEReview,
users can provide privacy rating and text comments to an online
vendor's online and ofﬂine channels. Privacy ratings of a vendor
can be made as an overall score (a singular numerical value),
and/or on speciﬁc elements of privacy practices. Thus, privacy rating is represented in PEReview as both a singular value (used in
PESearch's simple search mode), and as a multi-dimensional vector (used in PESearch's advanced search modes where the distance
between user preference vector and privacy rating vector is calculated to rank search results).
2. Supporting reviews of online vendors' privacy practices in an ofﬂine
channel. Users can rate and make comments to the privacy practice
observed from a vendor's online channel, or ofﬂine channel. This
design is useful for monitoring the privacy practice of those online
e-commerce vendors which also have a physical presence and offline transaction channels [56]. The reason for explicit differentiation of ofﬂine channels versus online channels is to allow more
speciﬁc search in online channel(s) only, in ofﬂine channel(s)
only, or a mix of both.

3.3.4. Prototype development
We developed a prototype to integrate the aforementioned three
privacy-enhancing tools. The prototype is designed as an add-on toolbar for Web browsers such as Internet Explorer and Mozilla Firefox.
This toolbar is named as PE*ToolSet. Fig. 1 is an overview of the
toolbar.
On the PE*ToolSet toolbar, there are the two frequently accessed
privacy control functions. The left one is View My Data@Site, which
displays the types of personal data collected by the vendor of the
current website in a new window. The right one is Control My
Data@Site, which contains three shortcuts to the top-level privacy
controls (see Fig. 2a), with additional information available to
users. The rest of the control functions are embedded in the More!
dropdown menu, which include three functions: 1) view access
log, 2) report data error, and 3) additional site-speciﬁc privacy controls (see Fig. 2b).
The search box implements the PESearch's simple search feature.
Advanced search modes are placed in the Search dropdown menu as
illustrated in Fig. 3. Fig. 4a and b illustrate the use of PEReview. Overall rating, speciﬁc rating on some particular elements of privacy practice, and textual comments are provided in the Rate@Site dropdown
menu. Live reviews made by other users from the buddy list are periodically pushed to PEReview. Fig. 5a shows the summary list of buddy
reviews and Fig. 5b shows the details of one buddy review.

PESearch
simple
mode

Dropdown
menu of
Advanced
PESearch
functions

PEControl:
viewing personal
data kept by the
vendor of the
current website

Fig. 2. a) Top-level privacy control functions in Control My Data@Site dropdown menu.
b) Additional privacy control functions in More! dropdown menu.

3.4. Phase III: evaluation of end-user PETs
The user responses to the PE*Toolset were evaluated utilizing a
qualitative methodology. The intent of this approach was to make
sure that the design principles identiﬁed in the conceptual phase
were sufﬁciently met in the opinion of the target user population.
We regarded protecting one's online privacy as a sensitive topic. Consequently, there may be social implications to responses users give.
When collecting data about sensitive topics (e.g., asking one's privacy
perceptions), it is appropriate to utilize open-ended questions to
allow respondents to express themselves in a way that they do not
feel threatened [31]. Doing so allows respondents to say as much or
as little as they would like and not be conﬁned to a limited set of answers that are available in a Likert-type survey design.
Two separate evaluations were conducted. The ﬁrst evaluation
was performed by privacy experts and focused on the evaluation of
the design of the tool. The questions asked were aimed at understanding whether or not the tool was designed in such a way that it
met the design principles set forth prior to development. The second
evaluation was performed by privacy novices and focused on an evaluation of adoption and use of the designed tool. The questions asked
were aimed at determining whether or not individuals would download and use this tool if it were available to them.
The data collected was coded based on a set of codes developed
from the questions asked, as well as information received from the responses [41]. Initially, two coders coded seven responses and their results were compared. Where there were differences in the codes, the
researchers tried to come to a consensus. When this was not possible,
a third researcher provided a decision. After this, the remainder of the
responses were coded. For the coding of the expert responses, there
was a Cohen's Kappa of .70, and for the novice responses, there was
a Cohen's Kappa of .72, which suggests a high level of agreement.

PEControl:
change top-level
privacy settings at
current website

PEControl:
additional
functions are
embedded in
drop-down
menu

Fig. 1. The current design of the PE*ToolSet toolbar.

PEReview:
rate privacy
practice of
the website
vendor

PEReview: view
privacy ratings &
comments made
by other users.
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information they release to a particular company is going to be stored
using a secure process (encryption, secure sockets for transfer of data,
etc.).”

Fig. 3. Advanced PESearch functions in Search! dropdown menu.

3.4.1. Experts
Eighteen experts were interviewed and asked if they felt the design of the PESS met the design principles laid out prior to evaluation
as well as what, if any, factors should be given more considerations in
future versions of the system. Experts were individuals enrolled in a
master's level class who had signiﬁcant IT experience and training
prior to the course, and were trained during the course of the program on the intricacies of security and privacy management. Thirteen
of the 18 experts felt that the PESS met the design principles as speciﬁed. 4 In addition, we asked experts what features could be improved
in future design; these results were presented in Fig. 6. Only those
suggestions that were mentioned by more than one expert are presented here. Those items that were only mentioned once include access, collective actions, conﬁdentiality, ease of use, enforcement,
feedback, granularity, notice, unauthorized access, user error, and
user notiﬁcation.
The response that arose most often in evaluation by the experts is
that usability is an important design consideration in future
privacy-enhancing tools. A number of suggestions for future improvements to the design of this tool were provided, such as continuous reminders of the importance of privacy and the tool should be
something that non-technology savvy users should be able to easily
use.
“The program assumes that the user is constantly on the lookout for
their privacy, which may be the case in the short term, but long term
usage patterns tend to indicate that people get lazy, and some inconvenience is necessary to remind them to maintain their privacy (see:
User Access Control in windows Vista). While the user is “empowered” by the abundance of information, without constant reminders and warnings from the program, the user will eventually
simply forget.”

“Many people are not technology savvy so the privacy software or
program should be easy to use for ﬁrst time user. Also adding to this
thought, it should be simple and appropriate.”
Another suggested issue in the design that arose was the lack of
legal authority that industry self-regulators have.
“Having industry self-regulators acting as control agents for users to
exercise proxy control is not sufﬁcient for privacy concerns. Industry
regulators do not have any legitimate power to control the privacy
of users.”
Experts also indicated that once an individual provides data to a
company, properly securing the data becomes paramount.
“However, simply being able to choose whether or not your data is released is not enough. For example, a user has a certain expectation of
integrity and security. That is, users have a right to know that the

4
Of the ﬁve experts that felt that PESS did not meet the design principles speciﬁed,
one did not actually answer the question asked, and four provided reasons why the design principles were not met that were outside of the researchers’ control, such as legal
enforcement (2) and potential secondary use of data (2).

While we agree with these latter two assessments about what is
lacking with this system, there is no way to implement an adequate
solution to take things to this level without (1) getting legislative involvement, and (2) gaining permission to access and monitor the
storage of private data. Neither of these approaches is feasible in the
design of such a system.

3.4.2. Novices
Novices were students with no knowledge of PET design, information privacy or security concepts beyond their own personal experiences. These students had not attended any classes related to these
concepts and only had an introduction to information technology in
general. Twenty-one novices participated in the evaluation. The age
of the novices ranged from approximately 19 to 22 years old. There
were 12 males and 9 females in the sample.
The novices indicated that the most important aspect to encourage downloading as well as a continued usage of this tool is the usefulness it provides. As can be seen from the comments below, most
respondents indicated their perceived usefulness of the PET tool.
Other factors identiﬁed for usage and download importance, as
shown in Fig. 7, include: website warnings, social inﬂuence, security,
comments from others, control, browser space, free, privacy concerns,
ease of use, efﬁciency, and ability to rate websites.
“The protection of privacy on one's computer is a must in the digital
age. I would initially download this privacy toolbar for its ability to
specify the amount of personal data that can be released from different websites.”

“I would download this toolbar for more dynamic privacy controls
than the basic controls provided by a web browser like Mozilla Firefox
or Internet Explorer.”

“As long as the toolbar proved to be helpful and useful, I would continue to use it.”

“I would continue to use it because the internet is very vast so the
more chances I would get to protect myself the better.”
The novice reviewers further stated that receiving website warnings or warnings about the information websites collect was another
important feature in the design of the privacy protecting software
that would both make them initially download the software as well
as continue using it.
“I would love the PEControl item. I frequently wonder what kinds of
information a website is picking up and keeping from me. For example, when I pay my bills online, some online billpays can recall your
credit card number even though you didn't speciﬁcally save it in a
proﬁle - this makes me nervous.”

“I would continue to use it because I could help my friends out by
warning them in advance of the bad sites they should avoid.”
Some interesting ﬁndings from novices were that although security and social inﬂuence were often mentioned as factors in the initial
download of the PESS, they were mentioned much less frequently
as factors in the continued use of the PESS.
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a)

b)

Rate a specific
element of vendor’s
privacy practice.
Input of
user review
Fig. 4. a) Overall user rating on privacy practice in PEReview. b) Speciﬁc user rating and input of user review in PEReview.

“How effective this tool is in providing a secure and safe proﬁle of me
while online.”

“I think initially to be persuaded to download the toolbar I would
have to hear word of mouth recommendations from friends, family,
or professors.”
Furthermore, while control and ease of use were not regularly
mentioned as factors in the download of the PESS, they were mentioned more frequently as factors in the continued usage of the PESS.
“There are many reasons to continue to use this toolbar. I have preference to set my privacy. I can change my privacy setting at any time.
I have control in which data will be available to see by other people.”

“If I was able to identify that I was successfully keeping my personal
information private with ease of use, I would continue to use it.”
In summary, the evaluations of PESS revealed that novices felt the
most important aspect for downloading and usage intentions is its
usefulness. The evaluation also revealed that most experts felt the
tool met the design principles as speciﬁed.
4. Discussion
This study's purposes were two-fold. First, we wanted to follow a
structured approach to design privacy-enhancing tools for online
users. For this purpose, we used the design method of Value Sensitive
Design. Second, we wanted to follow design science principles to

ensure that users and experts would ﬁnd the PESS usable and well
designed.
The Value Sensitive Design (VSD) principles proved to be very
useful is establishing clear requirements for the PET tools. We did
ﬁnd that some design factors, such as those that related to initial concerns, are important in gaining adoption of a given technology;
however, other design factors, such as those that deal more with
functionality, are important considerations for the continued use of
the technology. It is surprising that IS research has not systematically
examined privacy issues from the Value Sensitive Design perspective;
this makes the present study novel. We believe that future research
in information systems, more particularly in design science research,
would beneﬁt from considering the principles of VSD when designing
IT artifacts. Using the groundwork laid down in this study, future research could contribute signiﬁcantly to maximizing the potential of
e-business.
Hevner and his colleagues suggest that IS research is at “the conﬂuence of people, organizations, and technology [22] (p. 77).” In designing our PESS, we followed the design science principles which
include: 1) Design as an Artifact (PESS including PESearch, PEControl,
and PEReview), 2) Problem Relevance (the importance of protecting
users' privacy), 3) Design Evaluation (the evaluation of the design artifact by novices and experts), 4) Research Contributions (the PESS, as
well as a better understanding of the beneﬁts of Value Sensitive Design), 5) Research Rigor (a review of relevant literature, the use of
Value Sensitive design in establishing design requirements, and technical evaluation by two stakeholder groups), 6) Design as a Search
Process (a review of relevant literature and the use of Value Sensitive
Design in establishing design requirements), and 7) Communication
of Research (presentation of our PESS to user communities and description of the PESS provided in this paper) [22].

Fig. 5. a) Summary view of buddy's privacy review in PEReview. b) Detailed view of a buddy's privacy review in PEReview.
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Fig. 6. Technical evaluation: expert suggestions for improvements.

Fig. 7. Technical evaluation: novice.

As discussed previously, the design of the PESS has proven to meet
the design principles set out at the beginning of the process. The experts and novices who evaluated the tools agreed that the design
principles were met. The experts suggested that certain factors
should be considered in the future design of PETs. While we intend
to include some of these features in future design efforts, novices indicated that the design as presented would be useful and they would
use it.
In summary, the PESS tools provide privacy control tools over two
types of user information, far beyond website cookie management:
• Type (A) information provided by users to a website (e.g., address,
phone number, and credit card information), and
• Type (B) user data generated during website browsing and usage
(e.g., browsing history, uncompleted shopping cart items, digital
subscriptions, and transaction history).
An example using the Amazon.com website would work as follows: Registered users could save their Type A information at Amazon.com including users' address, phone number, and optional
credit card information. Amazon.com also generates and stores
users' Type B information, and allows registered users to browse
their Type B information such as recent history of catalog browsing
and item searching on Amazon, recent uncompleted shopping cart
items, their digital subscriptions, and their recent transaction history.
Built on the application-layer making use of web server-end mechanisms (APIs) and pre-deﬁned client–server protocols, the PEControl
tool can retrieve users' Type A and Type B information from servers.
Built as a browser add-on, the user interface of PEControl allows
users to view their Type A and Type B information quickly at the
browser, saving users' efforts in visiting a website to ﬁnd and view
their information.
More than just an information-browsing tool, PEControl is also
able to deliver users' privacy control settings to individual websites.
For example, if Amazon.com allows users to control the number of
uncompleted shopping carts to be saved on the server, users can either go to the Amazon.com site to change the setting or directly use
the PEControl browser add-on to change the setting. Going to individual websites to change privacy settings might impose cognitive load
on users because of the differences of user interfaces and browsing
paths among different websites. PEControl provides a consistent and
convenient user interface to change privacy control settings for individual websites. PEControl communicates with individual websites in
a pre-deﬁned protocol and implements the privacy control via web
service and API calls. The technical discussion of these techniques is
out of the scope of this paper.
The PESS tool has proven useful in this research. However, it is
possible that its widespread acceptance could be problematic since
the underlying premise of these solutions is predicated upon users'

awareness of online privacy risks and their own privacy needs. 5 Anecdotal evidence suggests that the most effective way to protect online
privacy is to combine education and training with the use of technology tools to promote the users' awareness. End-user awareness and
training is an especially challenging area in that users vary widely in
level of motivations, perceptions of threat severity, and computer
self-efﬁcacy [46,50]. Therefore, future research should investigate
how to integrate user awareness and training with the design and deployment of privacy-enhancing technologies.
One limitation of our study relates to the fact that for web users,
reading reviews may overload them and thus may decrease their
website usage. There are a number of well-established techniques developed to address this problem, such as automatic text analysis to
extract key points of a text review, and automatic numerical rating
and scoring systems based on text reviews. Future research could include these techniques to decrease the overall effort that users have
to put with respect to review reading. Integrating a methodological
way of handling review information into a tool such as PESS would
provide even more information at the hands of users to make wise
privacy decisions.

5. Conclusion
Building on the principles of Value Sensitive Design, we have discussed the conceptual and technical investigations of end-user
privacy-enhancing tools. Based on the psychological control agency
theory, we designed PESS with three privacy-enhancing tools including the search tool for privacy promise and practice (PESearch), the
privacy control tool for controlling users' personal data (PEControl),
and the review tool for sharing the ratings and reviews on websites'
privacy practices (PEReview). We discussed the design values of
these privacy-enhancing tools and proposed a prototype system
named PESS to integrate these tools. In future work, we expect to extend these investigations, implement and deploy the prototype, and
iterate on empirical investigations as well. Overall, the integrated design of privacy-enhancing tools identiﬁed in this study will provide a
rich understanding of the e-business applications that create personal
vulnerabilities, and therefore, inform privacy research in the IS discipline. Our goal is to create an integrative privacy-enhancing solution
that, when completed, will empower users with personal control,
proxy control, and collective control over their personal information.
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